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Executive Summary

Issue Types Discovered

Issue Type Number of Issues
@ Autocomplete HTML Attribute Not Disabled for Password Field 1
¢i» Cacheable SSL Page Found 8
@ Direct Access to Administration Pages 2
i Encryption Not Enforced 27
@ Hidden Directory Detected 2
i Missing Cross-Frame Scripting Defence 1
@ Missing HTTP Strict-Transport-Security Header 44
&» Missing HttpOnly Attribute in Session Cookie 1
¥» Permanent Cookie Contains Sensitive Session Information 1
i Query Parameter in SSL Request 6
@ Temporary File Download 2
@ Web Application Source Code Disclosure Pattern Found 1
i| Client-Side (JavaScript) Cookie References 2
i| Email Address Pattern Found 2
i1 HTML Comments Sensitive Information Disclosure 3
i| Possible Server Path Disclosure Pattern Found 1
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Affected URLs/Files

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.



URL/File Number of Issues

@ http://medici5.cloudapp.net/static/ 1
@ https://medici5.cloudapp.net/ 4
@ https://medici5.cloudapp.net/accounts/login/ 1
@ https://medici5.cloudapp.net/accounts/logout/ 2
@ https://medici5.cloudapp.net/accounts/password/reset/ 3
@ https://medici5.cloudapp.net/accounts/signup/ 2
@ https://medici5.cloudapp.net/admin/ 1
@ https://medici5.cloudapp.net/competitions/ 1
@ https://medici5.cloudapp.net/competitions/1 4
@ https://medici5.cloudapp.net/competitions/1/results/1 4
@ https://medici5.cloudapp.net/competitions/1/results/1/data 2
@ https://medici5.cloudapp.net/competitions/create 2
@ https://medici5.cloudapp.net/my/ 1
@ https://medici5.cloudapp.net/my/datasets/ 1
@ https://medici5.cloudapp.net/my/datasets/create 3

https://medici5.cloudapp.net/static/ 1
b http PP

@ https://medici5.cloudapp.net/static/bootstrap/js/bootstrap.min.js

@ https://medici5.cloudapp.net/static/codalab.min.js

@ https://medici5.cloudapp.net/static/js/search/ws_actions.js

@ https://medici5.cloudapp.net/static/js/vendor/custom.modernizr.js

& https://medici5.cloudapp.net/static/js/vendor/iquery-1.10.2.min.js

@ https://medici5.cloudapp.net/static/js/vendor/JSXTransformer-0.12.2.js

@ https://medici5.cloudapp.net/static/js/vendor/marked.js

I https://medici5.cloudapp.net/static/js/vendor/mathjax/config/MMLorHTML js
& https://medici5.cloudapp.net/static/js/vendor/mathjax/config/TeX-AMS-MML_HTMLorMML js
i https://medici5.cloudapp.net/static/js/vendor/mathjax/MathJax.js

@ https://medici5.cloudapp.net/static/js/vendor/select2/select2-forked.js

@ https://medici5.cloudapp.net/static/js/vendor/underscore-min.js

@ https://medici5.cloudapp.net/static/js/worksheet/contents_bundle_interface.js
@ https://medici5.cloudapp.net/static/js/worksheet/html_bundle_interface.js

@ https://medici5.cloudapp.net/static/js/worksheet/image_bundle_interface.js

@ https://medici5.cloudapp.net/static/js/worksheet/inline_bundle_interface.js

@ https://medici5.cloudapp.net/static/js/worksheet/markdown_bundle_interface.js
@ https://medici5.cloudapp.net/static/js/worksheet/record_bundle_interface.js

@ https://medici5.cloudapp.net/static/js/worksheet/table_bundle_interface.js

@ https://medici5.cloudapp.net/static/js/worksheet/worksheet_bundle_interface.js
@ https://medici5.cloudapp.net/static/js/worksheet/worksheet_content.js

@ https://medici5.cloudapp.net/static/js/worksheet/worksheet_interface.js

@ https://medici5.cloudapp.net/static/js/worksheet/worksheet_items.js

@ https://medici5.cloudapp.net/static/js/worksheet/worksheet _list.js

N N N N DN D D D N DM N N DN O DD OO0 O B N BN DM DD DNDDN

@ https://medici5.cloudapp.net/static/js/worksheet/worksheet_search.js
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@ https://medici5.cloudapp.net/static/js/worksheet/ws_mixins.js

@ https://medici5.cloudapp.net/static/js/worksheet/ws_mousetrap_fork.js

@ https://medici5.cloudapp.net/static/lib/jg/jquery.cookie.js

@ https://medici5.cloudapp.net/worksheets/

@ https://medici5.cloudapp.net/worksheets/admin/

i| https://medici5.cloudapp.net/my/competition/submission/2/medical_image_viewer

i| https://medici5.cloudapp.net/my/settings/

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.

N W N DN



Fix Recommendations

Fix Recommendations
@ Add the 'HttpOnly' attribute to all session cookies

i» Always use SSL and POST (body) parameters when sending sensitive information.
@ Apply proper authorization to administration scripts

@ Avoid storing sensitive session information in permanent cookies

@ Correctly set the "autocomplete" attribute to "off"

@ Decline malicious requests

«&» Enforce the use of HTTPS when sending sensitive information

@ Implement the HTTP Strict-Transport-Security policy

@ Issue a "404 - Not Found" response status code for a forbidden resource, or remove it
completely

@ Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"
headers to their responses.

@ Remove old versions of files from the virtual directory

@ Remove source code files from your web-server and apply any relevant patches
i| Download the relevant security patch for your web server or web application.
i| Remove business and security logic from the client side
i1 Remove e-mail addresses from the website

i| Remove sensitive information from HTML comments

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.
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Security Risks

Risk
@ It is possible to download temporary script files, which can expose the application logic and
other sensitive information such as usernames and passwords

@ It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

@ It is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

@ It is possible to retrieve information about the site's file system structure, which may help the
attacker to map the web site

@ It is possible to retrieve the source code of server-side scripts, which may expose the
application logic and other sensitive information such as usernames and passwords

It is possible to steal or manipulate customer session and cookies, which might be used to
¥ impersonate a legitimate user, allowing the hacker to view or alter user records, and to
perform transactions as that user

& It may be possible to bypass the web application's authentication mechanism

@ It may be possible to steal sensitive data such as credit card numbers, social security
numbers etc. that are sent unencrypted

@ It may be possible to steal session information (cookies) that was kept on disk as permanent
cookies

@ It might be possible to escalate user privileges and gain administrative permissions over the
web application

It is possible to retrieve the absolute path of the web server installation, which might help an
i| attacker to develop further attacks and to gain information about the file system structure of
the web application

The worst case scenario for this attack depends on the context and role of the cookies that
are created at the client side

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.
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WASC Threat Classification

WASC Threat Classification
Authorization: Insufficient Session Expiration
Information Disclosure: Information Leakage

Information Disclosure: Predictable Resource Location
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Issues Sorted by Severity

[Low] http://medici5.cloudapp.net/static/ - 1 issue(s)

Issue 1 of 1

[Low] Hidden Directory Detected

Issue: 100538927

Severity: Low

URL: http://medici5.cloudapp.net/static/

Path: static/

Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
Set path to '/static/'
Reasoning:

The test tried to detect hidden directories on the server. The 403 Forbidden response reveals
existence of the directory, even though access is not allowed.

Request/Response:

GET /static/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmec=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 403 Forbidden

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:31:16 GMT
Content-Type: text/html
Content-Length: 579

Connection: keep-alive

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.

the



[Low] https://medici5.cloudapp.net/ - 4 issue(s)

Issue 1 of 4

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538933

Severity: Low

URL: https://medici5.cloudapp.net/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

GET / HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://medici5.cloudapp.net/

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:14:19 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Home</title> <!-- Included CSS Files (Compressed) --> <link rel="stylesheet"

href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel="styles

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.



Issue 2 of 4

[Low] Direct Access to Administration Pages

Issue: 100652356

Severity: Low

URL: https://medici5.cloudapp.net/

Risk(s): It might be possible to escalate user privileges and gain administrative permissions over the web application
Fix: Apply proper authorization to administration scripts

Variant 1 of 2

The following changes were applied to the original request:
Set path to 'admin/'
Reasoning:

AppScan requested a file which is probably not a legitimate part of the application. The response
status was 200 OK. This indicates that the test succeeded in retrieving the content of the
requested file.

Request/Response:

GET / admin/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://medicib.cloudapp.net/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:46:05 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 31 Aug 2016 15:46:05 GMT

Expires: Wed, 31 Aug 2016 15:46:05 GMT

Vary: Cookie

Cache-Control: max-age=0

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; expires=Wed, 30-Aug-2017 15:46:05 GMT; Max-
Age=31449600; Path=/; secure

Set-Cookie: sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; httponly; Path=/; secure

<!DOCTYPE html> <html lang="en-us" > <head> <title>Log in | Django site admin</title> <link
rel="stylesheet" type="text/css" href="/static/admin/css/base.css" /> <link rel="stylesheet"

type="text/css" href="/static/admin/css/login.css" /> <!--[if lte IE 7]><link rel="stylesheet"
type="text/css" href="/static/admin/css/ie.css" /><![endif]--> <script
type="text/javascript">window. admin media prefix = "/static/admin/";</script> <meta
name="robots" content="NONE, NOARCHIVE" /> </head> <body class="login"> <!-- Container --> <div
id="container"> <!-- Header --> <div id="header

© Copyright IBM Corp. 2000, 2016. All Rights Reserved. -10 -



Issue 3 of 4

[Information] HTML Comments Sensitive Information Disclosure

Issue: 100652297

Severity: Information

URL: https://medici5.cloudapp.net/

Path: <li>CodalLab v.0 ()</li>

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Remove sensitive information from HTML comments

Variant 1 of 1

Reasoning:

AppScan discovered HTML comments containing what appears to be sensitive information.

Request/Response:

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.

GET / HITP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=hFT8kH6V31lmsxxuIN3He23dKZbiwlku5; sessionid=1lxvxfb6igtan2183gbslurs666sj254w

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8

Referer: http://medici5.cloudapp.net/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:14:19 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Home</title> <!-- Included CSS Files (Compressed) --> <link rel="stylesheet"

href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel="styles

-11 -



Issue 4 of 4

[Information] HTML Comments Sensitive Information Disclosure

Issue: 100652366

Severity: Information

URL: https://medici5.cloudapp.net/

Path: GitHub Ribbon

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Remove sensitive information from HTML comments

Variant 1 of 1

Reasoning:

AppScan discovered HTML comments containing what appears to be sensitive information.

Request/Response:

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.

GET / HITP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=hFT8kH6V31lmsxxuIN3He23dKZbiwlku5; sessionid=1lxvxfb6igtan2183gbslurs666sj254w

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8

Referer: http://medici5.cloudapp.net/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:14:19 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

class="divider"></1i> <1li><a href="/my/datasets/" tabindex=4 target=" self">My Datasets</a></li>
</ul> --> </1i> <1li><a href=" https://github.com/codalab/codalab /wiki"

target=" blank">Help</a></1i> <1i class="dropdown "> <a href="/my/settings/"> <img
src="/static/img/icon mini avatar.png" class="mini-avatar" alt="irtappscan"> irtappscan <

class="divider"></1i> <1li><a href="/my/datasets/" tabindex=4 target=" self">My Datasets</a></1li>
</ul> --> </1i> <1li><a href=" https://github.com/codalab/codalab /wiki"

target=" blank">Help</a></1i> <1i class="dropdown "> <a href="/my/settings/"> <img
src="/static/img/icon mini avatar.png" class="mini-avatar" alt="irtappscan"> irtappscan <
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[Low] https://medici5.cloudapp.net/accounts/login/ - 1 issue(s)
Issue 1 of 1

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538946

Severity: Low

URL: https://medici5.cloudapp.net/accounts/login/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 3

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /accounts/login/ HTTP/1.1

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:57 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=2CirAiwyvHbNsPvLRMi3WedN16pjXLGB; expires=Wed, 30-Aug-2017 15:21:57 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Sign In</title> <!-- Included CSS Files (Compressed) --> <link rel="stylesheet"
href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel="sty
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[Low] https://medici5.cloudapp.net/accounts/logout/ - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652344

Severity: Low

URL: https://medici5.cloudapp.net/accounts/logout/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /accounts/logout/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:01:01 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; expires=Wed, 30-Aug-2017 16:01:01 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Sign Out</title> <!-- Included CSS Files (Compressed) --> <link rel="stylesheet"
href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel="st
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Issue 2 of 2

[Low] Missing Cross-Frame Scripting Defence

Issue: 100652359

Severity: Low

URL: https://medici5.cloudapp.net/accounts/logout/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Decline malicious requests

Variant 1 of 1

Reasoning:

AppScan detected that the X-Frame-Options response header is missing, which may allow Cross-Frame
Scripting attacks

Request/Response:

GET /accounts/logout/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:01:01 GMT

Content-Type: text/html ; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; expires=Wed, 30-Aug-2017 16:01:01 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Sign Out</title> <!-- Included CSS Files (Compressed) --> <link rel="stylesheet"
href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel="st
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[Low] https://medici5.cloudapp.net/accounts/password/reset/ - 3 issue(s)
Issue 1 of 3

[Low] Permanent Cookie Contains Sensitive Session Information

Issue: 100652301

Severity: Low

URL: https://medici5.cloudapp.net/accounts/password/reset/

Cookie: csrftoken

Risk(s): It may be possible to steal session information (cookies) that was kept on disk as permanent cookies
Fix: Avoid storing sensitive session information in permanent cookies

Variant 1 of 1

Reasoning:
AppScan found that a session id cookie is stored on the client machine.
Request/Response:

GET /accounts/password/reset/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=hFT8kHOV31lmsxxuIN3He23dKZbiwlku5; sessionid=lxvxfb6igtan2183gbslurs666sj254w

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:14:23 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=hFT8kH6V31lmsxxuIN3He23dKZbiwlku5; expires=Wed, 30-Aug-2017 15:14:23 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Password Reset</title> <!-- Included CSS Files (Compressed) --> <link

rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link r
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Issue 2 of 3

[Low] Missing HttpOnly Attribute in Session Cookie

Issue: 100652336

Severity: Low

URL: https://medici5.cloudapp.net/accounts/password/reset/

Cookie: csrftoken

Risk(s): It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Fix: Add the 'HttpOnly' attribute to all session cookies

Variant 1 of 1

Reasoning:
AppScan found that a session cookie is used without the "HttpOnly" attribute.
Request/Response:

GET /accounts/password/reset/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=hFT8kH6V31lmsxxuIN3He23dKZbiwlku5; sessionid=1lxvxfb6igtan2183gbslurs666sj254w

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8

Referer: https://medici5.cloudapp.net/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:14:23 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=hFT8kH6V31lmsxxuIN3He23dKZbiwlku5; expires=Wed, 30-Aug-2017 15:14:23 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Password Reset</title> <!-- Included CSS Files (Compressed) --> <link
rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link r
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Issue 3 of 3

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538930

Severity: Low

URL: https://medici5.cloudapp.net/accounts/password/reset/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /accounts/password/reset/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:18 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; expires=Wed, 30-Aug-2017 15:24:18 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Password Reset</title> <!-- Included CSS Files (Compressed) --> <link
rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link r
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[Low] https://medici5.cloudapp.net/accounts/signup/ - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538925

Severity: Low

URL: https://medici5.cloudapp.net/accounts/signup/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /accounts/signup/ HTTP/1.1

Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/accounts/login/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:57 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; expires=Wed, 30-Aug-2017 15:21:57 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Sign Up</title> <!-- Included CSS Files (Compressed) --> <link rel="stylesheet"
href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel="sty
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Issue 2 of 2

[Low] Autocomplete HTML Attribute Not Disabled for Password Field

Issue: 100652332

Severity: Low

URL: https://medici5.cloudapp.net/accounts/signup/

Risk(s): It may be possible to bypass the web application's authentication mechanism
Fix: Correctly set the "autocomplete" attribute to "off"

Variant 1 of 3

Reasoning:

AppScan has found that a password field does not enforce the disabling of the autocomplete
feature.

Request/Response:

GET /accounts/signup/ HTTP/1.1

Cookie: csrftoken=stmkX1UxgQOXoxpsdGTd3tPKvBzlKcXeS

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;9g=0.8

Referer: https://medici5.cloudapp.net/accounts/login/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:15:35 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=stmkX1UxgQXoxpsdGTd3tPKvBz1lKcXeS; expires=Wed, 30-Aug-2017 15:15:35 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Sign Up</title> <!-- Included CSS Files (Compressed) --> <link rel="stylesheet"
href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel="sty
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[Low] https://medici5.cloudapp.net/admin/ - 1 issue(s)
Issue 1 of 1

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652320

Severity: Low

URL: https://medici5.cloudapp.net/admin/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /admin/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmpb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http://medici5.cloudapp.net/

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Last-Modified: Wed, 31 Aug 2016 16:06:40 GMT

Expires: Wed, 31 Aug 2016 16:06:40 GMT

Vary: Cookie

Cache-Control: max-age=0

Set-Cookie: csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; expires=Wed, 30-Aug-2017 16:06:40 GMT; Max-
Age=31449600; Path=/; secure

Set-Cookie: sessionid=5801p6lmb6dsnwb08rv9zvsj6h27djxi; httponly; Path=/; secure

<!DOCTYPE html> <html lang="en-us" > <head> <title>Log in | Django site admin</title> <link
rel="stylesheet" type="text/css" href="/static/admin/css/base.css" /> <link rel="stylesheet"

type="text/css" href="/static/admin/css/login.css" /> <!--[if 1lte IE 7]><link rel="stylesheet"
type="text/css" href="/static/admin/css/ie.css" /><![endif]--> <script
type="text/javascript">window. admin media prefix = "/static/admin/";</script> <meta
name="robots" content="NONE,NOARCHIVE" /> </head> <body class="login"> <!-- Container --> <div
id="container"> <!-- Header --> <div id="header
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[Low] https://medici5.cloudapp.net/competitions/ - 1 issue(s)

Issue 1 of 1

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652381

Severity: Low

URL: https://medici5.cloudapp.net/competitions/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.

GET /competitions/?qgq=1234 HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/competitions/

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:16 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Competitions</title> <!-- Included CSS Files (Compressed) --> <link

rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel
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[Low] https://medici5.cloudapp.net/competitions/1 - 4 issue(s)
Issue 1 of 4

[Low] Query Parameter in SSL Request

Issue: 100652311

Severity: Low

URL: https://medici5.cloudapp.net/competitions/1

Parameter: agreed_terms

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Always use SSL and POST (body) parameters when sending sensitive information.

Variant 1 of 1

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.
Request/Response:

GET /competitions/l?csrfmiddlewaretoken=1lrmIo7FmpSLkkcixBpAKg6s3WI7/mE472&agreed terms=on HTTP/1.1
Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1; -
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;
sessionid=1lxvxfb6igtan2183gbslurs666sj254w; csrftoken=hFT8kH6V3ImsxxuIN3He23dKZbiwlku5
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8
Referer: https://medici5.cloudapp.net/competitions/1
Host: medicib5.cloudapp.net
User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:14:31 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=hFT8kH6V31lmsxxuIN3He23dKZbiwlku5; expires=Wed, 30-Aug-2017 15:14:31 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Competition</title> <!-- Included CSS Files (Compressed) --> <link
rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel=
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Issue 2 of 4

[Low] Query Parameter in SSL Request

Issue: 100652324

Severity: Low

URL: https://medici5.cloudapp.net/competitions/1

Parameter: csrfmiddlewaretoken

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Always use SSL and POST (body) parameters when sending sensitive information.

Variant 1 of 1

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.
Request/Response:

GET /competitions/l?csrfmiddlewaretoken=1lrmIo7FmpSLkkcixBpAKg6s3WI7/mE472&agreed terms=on HTTP/1.1
Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1; -
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;
sessionid=1lxvxfb6igtan2183gbslurs666sj254w; csrftoken=hFT8kH6V3ImsxxuIN3He23dKZbiwlku5
Accept-Language: en-US
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8
Referer: https://medici5.cloudapp.net/competitions/1
Host: medicib5.cloudapp.net
User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:14:31 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=hFT8kH6V31lmsxxuIN3He23dKZbiwlku5; expires=Wed, 30-Aug-2017 15:14:31 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Competition</title> <!-- Included CSS Files (Compressed) --> <link
rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel=
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Issue 3 of 4

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652313

Severity: Low

URL: https://medici5.cloudapp.net/competitions/1

Path: 1

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /competitions/1l HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/competitions/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:19 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; expires=Wed, 30-Aug-2017 15:24:19 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Competition</title> <!-- Included CSS Files (Compressed) --> <link
rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel=
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Issue 4 of 4

[Low] Cacheable SSL Page Found

Issue: 100652352

Severity: Low

URL: https://medici5.cloudapp.net/competitions/1

Path: 1

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache" headers to their responses.

Variant 1 of 2

Reasoning:

The application has responded with a response that indicates the page should be cached, but not
ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma: no-cache" or
"Cache-Control: no-cache").

Request/Response:

GET /competitions/1 HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/competitions/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:19 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; expires=Wed, 30-Aug-2017 15:24:19 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Competition</title> <!-- Included CSS Files (Compressed) --> <link
rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel=
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[Low] https://medici5.cloudapp.net/competitions/1/results/1 - 4 issue(s)

Issue 1 of 4

[Low] Temporary File Download

Issue: 100652367

Severity: Low

URL: https://medici5.cloudapp.net/competitions/1/results/1

Path: 1

Risk(s): It is possible to download temporary script files, which can expose the application logic and other sensitive information such
as usernames and passwords

Fix: Remove old versions of files from the virtual directory

Variant 1 of 5

The following changes were applied to the original request:

Set path to '/competitions/l/results/11'

Reasoning:

The test tried to retrieve a source code file. The fact that the response did not yield an error,
and contained non-HTML contents, indicates that the source code retrieval succeeded.

Request/Response:

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.

GET /competitions/1l/results/11 ? =1472656465356 HTTP/1.1

Accept: */*

X-Requested-With: XMLHttpRequest

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F

Accept-Language: en-US

Referer: https://medicib5.cloudapp.net/competitions/1

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:48:01 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

<p><strong>There is a problem with the leaderboard</strong></p> <p>Are all of the leaderboard
column names matched with scores saved in scores.txt?</p> <pre>Traceback (most recent call last):
File &quot;./apps/web/views.py&quot;, line 409, in get context data phase =
competition.phases.get (pk=self.kwargs[&#39;phase&#39;]) File

&quot; /home/azureuser/MedICI/venv/local/lib/python2.7/site-
packages/django/db/models/manager.py&quot;, line 143, in get return

self.get query set().get(*args, **kwargs) File

&quot; /home/azureuser/MedICI/venv/local/lib/python2.7/site-packages/
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Issue 2 of 4

[Low] Query Parameter in SSL Request

Issue: 100652327

Severity: Low

URL: https://medici5.cloudapp.net/competitions/1/results/1

Parameter:

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Always use SSL and POST (body) parameters when sending sensitive information.

Variant 1 of 2

Reasoning:

AppScan found parameters in the query part of the HTTP request, which was sent over SSL.
Request/Response:

GET /competitions/1/results/1? _ =1472656536089 HTTP/1.1

Accept: */*

X-Requested-With: XMLHttpRequest

Cookie: csrftoken=UrP7zM0ZBahaJHkZDfKMoyIE4PrAOX9u

Accept-Language: en-US

Referer: https://medici5.cloudapp.net/competitions/1

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:14:25 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<div class="phase-description"> <h4>Phase description</h4> <p>None</p> </div> <a class="icon-excel
btn btn-default" href="/competitions/1l/results/1/data">Download CSV</a> <div class="leaderboard-
result-table"> <table class="resultsTable dataTable"> <tr class="table-title"> <th
colspan="4">Results</th> </tr> <tr class="leaderboard-result-table-header"> <th rowspan="2"></th>
<th rowspan="2
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Issue 3 of 4

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652304

Severity: Low

URL: https://medici5.cloudapp.net/competitions/1/results/1

Path: 1

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 3

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

GET /competitions/1l/results/1?_=1472656536089 HTTP/1.1

Accept: */*

X-Requested-With: XMLHttpRequest

Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F

Accept-Language: en-US

Referer: https://medici5.cloudapp.net/competitions/1

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:57 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<div class="phase-description"> <h4>Phase description</h4> <p>None</p> </div> <a class="icon-excel
btn btn-default" href="/competitions/1l/results/1l/data">Download CSV</a> <div class="leaderboard-
result-table"> <table class="resultsTable dataTable"> <tr class="table-title"> <th
colspan="4">Results</th> </tr> <tr class="leaderboard-result-table-header"> <th rowspan="2"></th>
<th rowspan="2
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Issue 4 of 4

[Low] Cacheable SSL Page Found

Issue: 100652330

Severity: Low

URL: https://medici5.cloudapp.net/competitions/1/results/1

Path: 1

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache" headers to their responses.

Variant 1 of 3

Reasoning:

The application has responded with a response that indicates the page should be cached, but not
ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma: no-cache" or
"Cache-Control: no-cache").

Request/Response:

GET /competitions/l/results/1? =1472656536089 HTTP/1.1

Accept: */*

X-Requested-With: XMLHttpRequest

Cookie: csrftoken=vz2ybWQOmHpZDzAnLiMsZ6gzzJZax7J7F

Accept-Language: en-US

Referer: https://medici5.cloudapp.net/competitions/1

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:57 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<div class="phase-description"> <h4>Phase description</h4> <p>None</p> </div> <a class="icon-excel
btn btn-default" href="/competitions/1l/results/1/data">Download CSV</a> <div class="leaderboard-
result-table"> <table class="resultsTable dataTable"> <tr class="table-title"> <th
colspan="4">Results</th> </tr> <tr class="leaderboard-result-table-header"> <th rowspan="2"></th>
<th rowspan="2
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[Low] https://medici5.cloudapp.net/competitions/1/results/1/data - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652382

Severity: Low

URL: https://medici5.cloudapp.net/competitions/1/results/1/data

Path: data

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /competitions/l/results/1l/data HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; csrftoken=vz2ybWQOmHpZDzAnLiMsZ6gzzJZax7J7F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/competitions/1

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:25 GMT

Content-Type: text/csv

Transfer-Encoding: chunked

Connection: keep-alive

Content-Disposition: attachment; filename=test.csv

Results

User, DIFF

nu

artem,1.000 (1)
Reza,1.000 (1)
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Issue 2 of 2

[Low] Cacheable SSL Page Found

Issue: 100652348

Severity: Low

URL: https://medici5.cloudapp.net/competitions/1/results/1/data

Path: data

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache" headers to their responses.

Variant 1 of 1

Reasoning:

The application has responded with a response that indicates the page should be cached, but not
ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma: no-cache" or
"Cache-Control: no-cache").

Request/Response:

GET /competitions/1l/results/1/data HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; csrftoken=vz2ybWQOmHpZDzAnLiMsZ6qzzJZax7J7F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/competitions/1

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:25 GMT

Content-Type: text/csv

Transfer-Encoding: chunked

Connection: keep-alive

Content-Disposition: attachment; filename=test.csv

Results

User, DIFF

artem,1.000 (1)
Reza,1.000 (1)

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.
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[Low] https://medici5.cloudapp.net/competitions/create - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652308

Severity: Low

URL: https://medici5.cloudapp.net/competitions/create

Path: create

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /competitions/create HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/my/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:21 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; expires=Wed, 30-Aug-2017 15:24:21 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Create Competition</title> <!-- Included CSS Files (Compressed) --> <link

rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <1i
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Issue 2 of 2

[Low] Cacheable SSL Page Found

Issue: 100652369

Severity: Low

URL: https://medici5.cloudapp.net/competitions/create

Path: create

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache" headers to their responses.

Variant 1 of 1

Reasoning:

The application has responded with a response that indicates the page should be cached, but not
ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma: no-cache" or
"Cache-Control: no-cache").

Request/Response:

GET /competitions/create HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8

Referer: https://medici5.cloudapp.net/my/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:21 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; expires=Wed, 30-Aug-2017 15:24:21 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Create Competition</title> <!-- Included CSS Files (Compressed) --> <link

rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <1i
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[Low] https://medici5.cloudapp.net/my/ - 1 issue(s)

Issue 1 of 1

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652299

Severity: Low

URL: https://medici5.cloudapp.net/my/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.

GET /my/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8

Referer: https://medici5.cloudapp.net/my

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:17 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - My CodalLab</title> <!-- Included CSS Files (Compressed) --> <link
rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel="
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[Low] https://medici5.cloudapp.net/my/datasets/ - 1 issue(s)

Issue 1 of 1

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652349

Severity: Low

URL: https://medici5.cloudapp.net/my/datasets/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.

GET /my/datasets/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8

Referer: https://medicib5.cloudapp.net/my/

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:21 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - My Datasets</title> <!-- Included CSS Files (Compressed) --> <link
rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link rel=
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[Low] https://medici5.cloudapp.net/my/datasets/create - 3 issue(s)
Issue 1 of 3

[Low] Temporary File Download

Issue: 100652360

Severity: Low

URL: https://medici5.cloudapp.net/my/datasets/create

Path: create

Risk(s): It is possible to download temporary script files, which can expose the application logic and other sensitive information such
as usernames and passwords

Fix: Remove old versions of files from the virtual directory

Variant 1 of 19

The following changes were applied to the original request:
Set path to '/my/datasets/create.l'
Reasoning:

The test tried to retrieve a source code file. The fact that the response did not yield an error,
and contained non-HTML contents, indicates that the source code retrieval succeeded.

Request/Response:

GET /my/datasets/create.l HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;9g=0.8

Referer: https://medici5.cloudapp.net/my/datasets/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:51:23 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; expires=Wed, 30-Aug-2017 15:51:23 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Dataset Create</title> <!-- Included CSS Files (Compressed) --> <link

rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link r
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Issue 2 of 3

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652307

Severity: Low

URL: https://medici5.cloudapp.net/my/datasets/create

Path: create

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /my/datasets/create HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/my/datasets/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:26 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; expires=Wed, 30-Aug-2017 15:24:26 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Dataset Create</title> <!-- Included CSS Files (Compressed) --> <link

rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link r
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Issue 3 of 3

[Low] Cacheable SSL Page Found

Issue: 100652361

Severity: Low

URL: https://medici5.cloudapp.net/my/datasets/create

Path: create

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache" headers to their responses.

Variant 1 of 1

Reasoning:

The application has responded with a response that indicates the page should be cached, but not
ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma: no-cache" or
"Cache-Control: no-cache").

Request/Response:

GET /my/datasets/create HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/my/datasets/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:26 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; expires=Wed, 30-Aug-2017 15:24:26 GMT; Max-
Age=31449600; Path=/; secure

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Dataset Create</title> <!-- Included CSS Files (Compressed) --> <link

rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <link r
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[Low] https://medici5.cloudapp.net/static/ - 1 issue(s)
Issue 1 of 1

[Low] Hidden Directory Detected

Issue: 100538934

Severity: Low

URL: https://medici5.cloudapp.net/static/

Path: static/

Risk(s): It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Variant 1 of 1

The following changes were applied to the original request:
Set path to '/static/'
Reasoning:

The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the
existence of the directory, even though access is not allowed.

Request/Response:

GET /static/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9=0.8

Referer: http://medici5.cloudapp.net/

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 403 Forbidden

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:31:16 GMT
Content-Type: text/html
Content-Length: 579

Connection: keep-alive
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[Low] https://medici5.cloudapp.net/static/bootstrap/js/bootstrap.min.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538928

Severity: Low

URL: https://medici5.cloudapp.net/static/bootstrap/js/bootstrap.min.js

Path: bootstrap.min.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/bootstrap/js/bootstrap.min.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; csrftoken=vz2ybWQOmHpZDzAnLiMsZ6gzzJZax7J7F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/accounts/logout/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:56 GMT
Content-Type: application/javascript
Content-Length: 31819

Last-Modified: Tue, 09 Aug 2016 15:51:49 GMT
Connection: keep-alive

ETag: "57a9fcl5-7c4b"

Accept-Ranges: bytes

/*! * Bootstrap v3.2.0 (http://getbootstrap.com) * Copyright 2011-2014 Twitter, Inc. * Licensed
under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) */ if ("undefined"==typeof
jQuery) throw new Error ("Bootstrap's JavaScript requires jQuery");+function (a) {"use

strict"; function b () {var

a=document.createElement ("bootstrap"),b={WebkitTransition:"webkitTransitionEnd",MozTransition:"tra
nsitionend",OTransition:"oTransitionEnd otransitionend", transition:"transitionend"}; for(var c in
b)if (void O!==a.style[c])return{end:b[c]};return!l}la.fn.emulateTransitionEnd=function (b) {var
c=!1,d=this;
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100538937

Severity: Low

URL: https://medici5.cloudapp.net/static/bootstrap/js/bootstrap.min.js

Path: bootstrap.min.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/bootstrap/js/bootstrap.min.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/

Host: medici5.cloudapp.net: 80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:56 GMT
Content-Type: application/javascript
Content-Length: 31819

Last-Modified: Tue, 09 Aug 2016 15:51:49 GMT
Connection: keep-alive

ETag: "57a9fcl5-7c4b"

Accept-Ranges: bytes

/*! * Bootstrap v3.2.0 (http://getbootstrap.com) * Copyright 2011-2014 Twitter, Inc. * Licensed
under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE) */ if ("undefined"==typeof
jQuery) throw new Error ("Bootstrap's JavaScript requires jQuery");+function(a) {"use

strict"; function b () {var

a=document.createElement ("bootstrap"),b={WebkitTransition:"webkitTransitionEnd",MozTransition:"tra
nsitionend",OTransition:"oTransitionEnd otransitionend", transition:"transitionend"}; for(var c in
b)if(void 0!==a.style[c])return{end:b[c]};return!l}a.fn.emulateTransitionEnd=function (b) {var
c=!1,d=this;
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[Low] https://medici5.cloudapp.net/static/codalab.min.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538938

Severity: Low

URL: https://medici5.cloudapp.net/static/codalab.min.js

Path: codalab.min.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/codalab.min.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; csrftoken=vz2ybWQOmHpZDzAnLiMsZ6gzzJZax7J7F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/accounts/logout/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:56 GMT
Content-Type: application/javascript
Content-Length: 30019

Last-Modified: Tue, 09 Aug 2016 15:51:49 GMT
Connection: keep-alive

ETag: "57a9fcl5-7543"

Accept-Ranges: bytes

(function(c,e,d) {var

a=c (document) ;d=e.Modernizr;c (document) .ready (function () {c.fn.foundationAlertsé&&a.foundationAlerts
() ;c.fn.foundationButtonsé&é&a.foundationButtons () ;c.fn.foundationAccordioné&&a.foundationAccordion ()
;c.fn.foundationNavigationé&é&a.foundationNavigation () ;c.fn.foundationTopBar&&a.foundationTopBar () ;c
.fn.foundationCustomFormsé&é&a.foundationCustomForms () ;c.fn.foundationMediaQueryVieweré&&a.foundation
MediaQueryViewer () ;c.fn.foundationTabsé&&a.foundationTabs ({callback:c.foundation.customForms.append
CustomMarkup}); c.fn.foundationTooltipsé&é&a.foundationTooltips ();c.fn.foundationMagellané&&
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100538935

Severity: Low

URL: https://medici5.cloudapp.net/static/codalab.min.js

Path: codalab.min.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/codalab.min.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/

Host: medici5.cloudapp.net: 80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:56 GMT
Content-Type: application/javascript
Content-Length: 30019

Last-Modified: Tue, 09 Aug 2016 15:51:49 GMT
Connection: keep-alive

ETag: "57a9fcl5-7543"

Accept-Ranges: bytes

(function(c,e,d) {var

a=c (document) ;d=e.Modernizr;c (document) .ready (function() {c.fn.foundationAlertsé&&a.foundationAlerts
() ;c.fn.foundationButtonsé&&a.foundationButtons () ;c.fn.foundationAccordioné&&a.foundationAccordion ()
;c.fn.foundationNavigationé&é&a.foundationNavigation();c.fn.foundationTopBar&&a.foundationTopBar () ;c
.fn.foundationCustomFormsé&é&a.foundationCustomForms () ;c.fn.foundationMediaQueryViewer&&a. foundation
MediaQueryViewer ();c.fn.foundationTabsé&&a.foundationTabs ({callback:c.foundation.customForms.append
CustomMarkup}); c.fn.foundationTooltipsé&&a.foundationTooltips();c.fn.foundationMagellané&s
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[Low] https://medici5.cloudapp.net/static/js/search/ws_actions.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538944

Severity: Low

URL: https://medici5.cloudapp.net/static/js/search/ws_actions.js

Path: ws_actions.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/search/ws actions.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; csrftoken=vz2ybWQOmHpZDzAnLiMsZ6gzzJZax7J7F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/accounts/logout/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:57 GMT
Content-Type: application/javascript
Content-Length: 14312

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-37e8"

Accept-Ranges: bytes

// Singleton class to manage actions triggered by the general search bar var WorksheetActions =
function() { function WorksheetActions () { this.commands = { // Dictionary of terms that can be
entered into the search bar // and the names of functions they call. //
———————————————————————————————————— // Example (* starred are required) // 'commandname'{ // what
the user enters // * executefn: function that happens when they hit execute or cmd/ctrl + enter,
// * helpText: shows up when they are

© Copyright IBM Corp. 2000, 2016. All Rights Reserved. -45 -



Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100538943

Severity: Low

URL: https://medici5.cloudapp.net/static/js/search/ws_actions.js

Path: ws_actions.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/search/ws actions.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/

Host: medici5.cloudapp.net: 80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:57 GMT
Content-Type: application/javascript
Content-Length: 14312

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-37e8"

Accept-Ranges: bytes

// Singleton class to manage actions triggered by the general search bar var WorksheetActions =
function() { function WorksheetActions () { this.commands = { // Dictionary of terms that can be
entered into the search bar // and the names of functions they call. //
———————————————————————————————————— // Example (* starred are required) // 'commandname'{ // what
the user enters // * executefn: function that happens when they hit execute or cmd/ctrl + enter,
// * helpText: shows up when they are
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[Low] https://medici5.cloudapp.net/static/js/vendor/custom.modernizr.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538931

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/custom.modernizr.js

Path: custom.modernizr.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/vendor/custom.modernizr.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; csrftoken=vz2ybWQOmHpZDzAnLiMsZ6gzzJZax7J7F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/accounts/logout/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:57 GMT
Content-Type: application/javascript
Content-Length: 9288

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-2448"

Accept-Ranges: bytes

/* Modernizr 2.6.2 (Custom Build) | MIT & BSD * Build: http://modernizr.com/download/#-inlinesvg-

svg-svgclippaths-touch-shiv-mg-cssclasses-teststyles-prefixes-ie8compat-load */
;window.Modernizr=function(a,b,c) {function y(a){j.cssText=a}function z(a,b) {return

y(m.join(a+";")+ (bl |"")) }function A(a,b) {return typeof a===b}function
B(a,b) {return!!~(""+a) .index0f (b) } function C(a,b,d) {for(var e in a) {var f=blale]l]l;if (f!==c)return
d===!17?ale] :A(f, "function")?f.bind (d]| |b) :f}return!l}var

d="2.6.2",e={},f=!0,g=b.documentElement, h="modernizr",i=b.createElement (h),j=i.style,k,1={}.toStri

ng,m=" -webkit-
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100538924

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/custom.modernizr.js

Path: custom.modernizr.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/vendor/custom.modernizr.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/

Host: medici5.cloudapp.net: 80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:57 GMT
Content-Type: application/javascript
Content-Length: 9288

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl17-2448"

Accept-Ranges: bytes

/* Modernizr 2.6.2 (Custom Build) | MIT & BSD * Build: http://modernizr.com/download/#-inlinesvg-
svg-svgclippaths-touch-shiv-mg-cssclasses-teststyles-prefixes-ie8compat-load */
;window.Modernizr=function(a,b,c) {function y(a) {j.cssText=a}function z(a,b) {return

y(m.join(a+";")+ (bl |"")) }function A(a,b) {return typeof a===b}function

B(a,b) {return!!~(""+a) .indexOf (b) } function C(a,b,d) {for(var e in a) {var f=blale]];if (f!==c)return
d===!1?ale] :A(f, "function")?f.bind (d| |b) :f}return!l}var

d="2.6.2",e={},£f=!0,g=b.documentElement, h="modernizr",i=b.createElement (h),j=i.style, k,1={}.toStri
ng,m=" -webkit-
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[Low] https://medici5.cloudapp.net/static/js/vendor/jquery-1.10.2.min.js - 2 issue(s)

Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538923

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/jquery-1.10.2.min.js

Path: jquery-1.10.2.min.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

GET /static/js/vendor/jquery-1.10.2.min.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; csrftoken=vz2ybWQOmHpZDzAnLiMsZ6gzzJZax7J7F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/accounts/logout/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:57 GMT
Content-Type: application/javascript
Content-Length: 93107

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-16bb3"

Accept-Ranges: bytes

/*! jQuery v1.10.2 | (c) 2005, 2013 jQuery Foundation, Inc. | jquery.org/license //Q@
sourceMappingURL=jquery-1.10.2.min.map */ (function(e,t){var n,r,i=typeof
t,o=e.location, a=e.document, s=a.documentElement, l1=e.jQuery,u=e.$,c={},p=[],f="1.10.2",d=p.concat,h

=p.push,g=p.slice,m=p.index0f, y=c.toString,v=c.hasOwnProperty,b=f.trim,x=function (e, t) {return new

x.fn.init (e, t, )}, w=/[+=-12(2:\d*\.|)\d+ (?: [eE] [+-

12\d+])/.source, T=/\S+/g,C=/"[\s\uFEFF\xAQ]+| [\s\UFEFF\xA0]+S$/g,N=/" (2:\s* (K[\W\W]+>) [*>]* | # ([\w-

1%))$/,k=/"<(\w+)\s*\/2>(2:<\/\1>|)S$/,E=/"[\]1, : {}\s1*$/,5=/(2:"|:1,) (2:\s*\[)+/g,A=/\\ (?: ["\\\/bfn

r
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100538929

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/jquery-1.10.2.min.js

Path: jquery-1.10.2.min.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/vendor/jquery-1.10.2.min.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/

Host: medici5.cloudapp.net: 80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:57 GMT
Content-Type: application/javascript
Content-Length: 93107

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-16bb3"

Accept-Ranges: bytes

/*! jQuery v1.10.2 | (c) 2005, 2013 jQuery Foundation, Inc. | Jjquery.org/license //Q
sourceMappingURL=jquery-1.10.2.min.map */ (function(e,t){var n,r,i=typeof
t,o=e.location, a=e.document, s=a.documentElement, l1=e.jQuery,u=e.$,c={},p=[],£f="1.10.2",d=p.concat,h

=p.push,g=p.slice,m=p.index0f, y=c.toString,v=c.hasOwnProperty,b=f.trim,x=function (e, t) {return new

x.fn.init (e, t, )}, w=/[+-12(2:\d*\.|)\d+ (?: [eE] [+-

1?2\d+1|) /.source, T=/\S+/g,C=/" [\s\uFEFF\xA0]+| [\s\uFEFF\xA0]+S/g,N=/" (2:\s* (K[\w\W]+>) [*>]* | # ([\w-—

1%)) 8/, k=/"<(\w+) \s*\/2>(2:<\/\1>|)$/,E=/"[\], : {}\s]1*$/,8=/(2:"1:1,) (2:\s*\[)+/g,A=/\\ (2: ["\\\/bfn

r
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[Low] https://medici5.cloudapp.net/static/js/vendor/JSXTransformer-0.12.2.js - 4 issue(s)

Issue 1 of 4

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652337

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/JSXTransformer-0.12.2.js

Path: JSXTransformer-0.12.2.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/vendor/JSXTransformer-0.12.2.73s HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:22 GMT
Content-Type: application/javascript
Content-Length: 471852

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-7332c"

Accept-Ranges: bytes

/** * JSXTransformer v0.12.2 */ !function(e) {if ("object"==typeof exports&&"undefined"!=typeof
module)module.exports=e () ;else if ("function"==typeof define&&define.amd)define([],e) ;else{var
f;"undefined"!=typeof window?f=window:"undefined"!=typeof global?f=global:"undefined"!=typeof
self&s& (f=self), £.JSXTransformer=e () }} (function() {var define,module, exports;return (function
e(t,n,r) {function s(o,u) {if(!'nfo]) {if('t[o]) {var a=typeof
require=="function"&&require;if ('u&&a)return a(o,!0);if (i)return i (
find module '"+o+"'");throw f.code="MODULE NOT FOUND", f}var l=n[o]=

0,!0);var f=new Error ("Cannot
{e
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Issue 2 of 4

[Low] Encryption Not Enforced

Issue: 100652303

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/JSXTransformer-0.12.2.js

Path: JSXTransformer-0.12.2.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/vendor/JSXTransformer-0.12.2.3s HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/

Host: medici5.cloudapp.net: 80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:22 GMT
Content-Type: application/javascript
Content-Length: 471852

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-7332c"

Accept-Ranges: bytes

/** * JSXTransformer v0.12.2 */ !function(e) {if ("object"==typeof exports&&"undefined"!=typeof
module)module.exports=e () ;else if ("function"==typeof define&&define.amd)define([],e) ;else{var
f;"undefined" !=typeof window?f=window:"undefined"!=typeof global?f=global:"undefined"!=typeof
self&& (f=self), f.JSXTransformer=e () }} (function() {var define,module, exports;return (function
e(t,n,r) {function s(o,u){if(!'nfo]){if('t[o]) {var a=typeof
require=="function"&&require;if (!u&&a)return a(o,!0);if (i)return i
find module '"+o+"'");throw f.code="MODULE NOT FOUND", f}var l=n[o]=

0,!0);var f=new Error ("Cannot
{e
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Issue 3 of 4

[Information] Possible Server Path Disclosure Pattern Found

Issue: 100652335

Severity: Information

URL: https://medici5.cloudapp.net/static/js/vendor/JSXTransformer-0.12.2.js

Path: JSXTransformer-0.12.2.js

Risk(s): It is possible to retrieve the absolute path of the web server installation, which might help an attacker to develop further
attacks and to gain information about the file system structure of the web application

Fix: Download the relevant security patch for your web server or web application.

Variant 1 of 1

Reasoning:

The response contains the absolute paths and/or filenames of files on the server.

Request/Response:

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.

GET /static/js/vendor/JSXTransformer-0.12.2.3s HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8

Referer: https://medici5.cloudapp.net/worksheets/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:22 GMT
Content-Type: application/javascript
Content-Length: 471852

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-7332c"

Accept-Ranges: bytes

/** * JSXTransformer v0.12.2 */ !function(e) {if ("object"==typeof exports&&"undefined"!=typeof
module)module.exports=e () ;else if ("function"==typeof define&&define.amd)define([],e) ;else{var
f;"undefined" !=typeof window?f=window:"undefined"!=typeof global?f=global:"undefined"!=typeof
self&& (f=self), f.IJSXTransformer=e () } } (function () {var define,module, exports;return (function
e(t,n,r){function s(o,u){if(!'nfo]){if('t[o]) {var a=typeof

require=="function"&&require;if ('u&&a)return a(o,!'0);if (i) return i(o,!'0);var f=new Error ("Cannot
find module '"+o+"'");throw f.code="MODULE NOT FOUND", f}var l=n[o]={e
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Issue 4 of 4

[Information] Email Address Pattern Found

Issue: 100652331

Severity: Information

URL: https://medici5.cloudapp.net/static/js/vendor/JSXTransformer-0.12.2.js

Path: JSXTransformer-0.12.2.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Remove e-mail addresses from the website

Variant 1 of 1

Reasoning:

The response contains an e-mail address that may be private.

Request/Response:

© Copyright IBM Corp. 2000, 2016. All Rights Reserved.

GET /static/js/vendor/JSXTransformer-0.12.2.3s HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8

Referer: https://medici5.cloudapp.net/worksheets/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:22 GMT
Content-Type: application/javascript
Content-Length: 471852

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-7332c"

Accept-Ranges: bytes

/** * JSXTransformer v0.12.2 */ !function(e) {if ("object"==typeof exports&&"undefined"!=typeof
module)module.exports=e () ;else if ("function"==typeof define&&define.amd)define([],e) ;else{var
f;"undefined" !=typeof window?f=window:"undefined"!=typeof global?f=global:"undefined"!=typeof
self&& (f=self), f.IJSXTransformer=e () } } (function () {var define,module, exports;return (function
e(t,n,r){function s(o,u){if(!'nfo]){if('t[o]) {var a=typeof

require=="function"&&require;if ('u&&a)return a(o,!'0);if (i) return i(o,!'0);var f=new Error ("Cannot
find module '"+o+"'");throw f.code="MODULE NOT FOUND", f}var l=n[o]={e
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[Low] https://medici5.cloudapp.net/static/js/vendor/marked.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652326

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/marked.js

Path: marked.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/vendor/marked.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 27968

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-6d40"

Accept-Ranges: bytes

/** * marked - a markdown parser * Copyright (c) 2011-2014, Christopher Jeffrey. (MIT Licensed) *
https://github.com/chjj/marked */ ; (function() { /** * Block-Level Grammar */ var block = {
newline: /”~\n+/, code: /~( {4}[*\n]+\n*)+/, fences: noop, hr: /~( *[-* 1){3,} *(2:\n+|$)/,
heading: /~ *(#{1,6}) *(["\n]l+?2) *#* *(?2:\n+|$)/, nptable: noop, lheading: /"~ (["\n]l+)\n *(=|-){2,}
*(?:\n+1$)/, blockquote: /*( *>["\n]+(\n(?!def) [*\n]+)*\n*)+/, list: /~( *) (bull)
[\s\S]+2(?:hr|def|\n{2,} (?! ) (?!\1bull )\n*|\s*$)/, html: /* *(?:comment|closed|closing)
*(?2:\n{2,}1\s*8)/,
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652339

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/marked.js

Path: marked.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/vendor/marked.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 27968

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-6d40"

Accept-Ranges: bytes

/** * marked - a markdown parser * Copyright (c) 2011-2014, Christopher Jeffrey. (MIT Licensed) *
https://github.com/chjj/marked */ ; (function() { /** * Block-Level Grammar */ var block = {
newline: /"“\n+/, code: /*( {4} [*\n]l+\n*)+/, fences: noop, hr: /~( *[-* 1){3,} *(2:\n+|$)/,
heading: /7~ *(#{1,6}) *(["\n]+?2) *#* *(?2:\n+|$)/, nptable: noop, lheading: /"~ (["\n]l+)\n *(=|-){2,}
*(?:\n+1$)/, blockquote: /*( *>["\n]+(\n(?!def) [*"\n]+)*\n*)+/, list: /~( *) (bull)
[\s\S]+2(?:hr|def|\n{2,} (?! ) (?!\1bull )\n*|[\s*$)/, html: /* *(?:comment|closed|closing)
x(ZENn{2), ) \isEs) /,
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[Low] https://medici5.cloudapp.net/static/js/vendor/mathjax/config/MMLorHTML.js - 4 issue(s)
Issue 1 of 4

[Low] Query Parameter in SSL Request

Issue: 100652321

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/config/MMLorHTML .js

Parameter: rev

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Always use SSL and POST (body) parameters when sending sensitive information.

Variant 1 of 1

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.
Request/Response:

GET /static/js/vendor/mathjax/config/MMLorHTML.js? rev =2.5.0 HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=Rdt350JamCrwxzaySJkKBTFuzk5QCTas; sessionid=6oy860jxfcib7wtSnyl2nmpuecl9wdsp

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:05:57 GMT
Content-Type: application/javascript
Content-Length: 3761

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-ebl"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; js-indent-level: 2 -*- */ /* vim: set ts=2 et sw=2
tW:SO: ‘k/ /‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k************************ * %
MathJax/config/MMLorHTML.js * * Chooses between the NativeMML and HTML-CSS output jax depending *
on the capabilities of the browser and configuration settings * of the page. * * This file should
be added to the config array when configuring * MathJax. Note that if you include this, you should
NOT include * an output jax in the jax array (it will be added for you by * this file). * * You
can
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Issue 2 of 4

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652325

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/config/MMLorHTML..js

Path: MMLorHTML.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

GET /static/js/vendor/mathjax/config/MMLorHTML.js?rev=2.5.0 HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 3761

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-ebl"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; js-indent-level: 2 -*- */ /* vim: set ts=2 et sw=2
tW=80: */ /************************************************************* * %
MathJax/config/MMLorHTML.js * * Chooses between the NativeMML and HTML-CSS output jax depending *
on the capabilities of the browser and configuration settings * of the page. * * This file should
be added to the config array when configuring * MathJax. Note that if you include this, you should
NOT include * an output jax in the jax array (it will be added for you by * this file). * * You
can
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Issue 3 of 4

[Low] Encryption Not Enforced

Issue: 100652373

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/config/MMLorHTML..js

Path: MMLorHTML.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/vendor/mathjax/config/MMLorHTML.js?rev=2.5.0 HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 3761

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-ebl"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; js-indent-level: 2 -*- */ /* vim: set ts=2 et sw=2
tW:80: */ /************************************************************* *  *x
MathJax/config/MMLorHTML.js * * Chooses between the NativeMML and HTML-CSS output jax depending *
on the capabilities of the browser and configuration settings * of the page. * * This file should
be added to the config array when configuring * MathJax. Note that if you include this, you should
NOT include * an output jax in the jax array (it will be added for you by * this file). * * You
can
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Issue 4 of 4

[Low] Cacheable SSL Page Found

Issue: 100652310

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/config/MMLorHTML..js

Path: MMLorHTML.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache" headers to their responses.

Variant 1 of 1

Reasoning:

The application has responded with a response that indicates the page should be cached, but not
ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma: no-cache" or
"Cache-Control: no-cache").

Request/Response:

GET /static/js/vendor/mathjax/config/MMLorHTML.js?rev=2.5.0 HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsj6h27dijxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 3761

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-ebl"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; js-indent-level: 2 -*- */ /* vim: set ts=2 et sw=2
tW:80: ‘k/ /‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k************************ * %
MathJax/config/MMLorHTML.js * * Chooses between the NativeMML and HTML-CSS output jax depending *
on the capabilities of the browser and configuration settings * of the page. * * This file should
be added to the config array when configuring * MathJax. Note that if you include this, you should
NOT include * an output jax in the jax array (it will be added for you by * this file). * * You
can
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[Low] https://medici5.cloudapp.net/static/js/vendor/mathjax/config/TeX-AMS-MML_HTMLorMML.js -
3 issue(s)

Issue 1 of 3

[Low] Query Parameter in SSL Request

Issue: 100652365

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/config/ TeX-AMS-MML_HTMLorMML.js

Parameter: rev

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Always use SSL and POST (body) parameters when sending sensitive information.

Variant 1 of 1

Reasoning:
AppScan found parameters in the query part of the HTTP request, which was sent over SSL.
Request/Response:

GET /static/js/vendor/mathjax/config/TeX-AMS-MML HTMLorMML.js? rev =2.5.0 HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=Rdt350JamCrwxzaySJkKBTFuzk5QCTas; sessionid=6oy860jxfcib7wtSnyl2nmpuecl9wdsp

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:05:57 GMT
Content-Type: application/javascript
Content-Length: 964

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-3c4"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; js-indent-level: 2 —-*- */ /* yim: set ts=2 et sw=2
tW:80: ‘k/ /‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*****‘k*‘k*‘k************************ *  *x
/MathJax/unpacked/config/TeX-AMS-MML HTMLorMML.Jjs * * Copyright (c) 2010-2015 The MathJax
Consortium * * Part of the MathJax library. * See http://www.mathjax.org for details. * * Licensed
under the Apache License, Version 2.0; * you may not use this file except in compliance with the
License. * * http://www.apache.org/licenses/LICENSE-2.0 */ MathJax.Hub.Config({ config:
["MMLorHTML.js"],
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Issue 2 of 3

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652340

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/config/ TeX-AMS-MML_HTMLorMML.js

Path: TeX-AMS-MML_HTMLorMML.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

GET /static/js/vendor/mathjax/config/TeX-AMS-MML HTMLorMML.js?rev=2.5.0 HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 964

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-3c4"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; js-indent-level: 2 -*- */ /* vim: set ts=2 et sw=2
tW:80: */ /************************************************************* * %
/MathJax/unpacked/config/TeX-AMS-MML HTMLorMML.Jjs * * Copyright (c) 2010-2015 The MathJax
Consortium * * Part of the MathJax library. * See http://www.mathjax.org for details. * * Licensed
under the Apache License, Version 2.0; * you may not use this file except in compliance with the
License. * * http://www.apache.org/licenses/LICENSE-2.0 */ MathJax.Hub.Config({ config:
["MMLorHTML.js"],
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Issue 3 of 3

[Low] Cacheable SSL Page Found

Issue: 100652370

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/config/ TeX-AMS-MML_HTMLorMML.js

Path: TeX-AMS-MML_HTMLorMML.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache" headers to their responses.

Variant 1 of 1

Reasoning:

The application has responded with a response that indicates the page should be cached, but not
ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma: no-cache" or
"Cache-Control: no-cache").

Request/Response:

GET /static/js/vendor/mathjax/config/TeX-AMS-MML HTMLorMML.js?rev=2.5.0 HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsj6h27dijxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 964

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-3c4"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; js-indent-level: 2 -*- */ /* vim: set ts=2 et sw=2
tW:80: ‘k/ /‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*****‘k*‘k*‘k************************ *  *x
/MathJax/unpacked/config/TeX-AMS-MML HTMLorMML.Jjs * * Copyright (c) 2010-2015 The MathJax
Consortium * * Part of the MathJax library. * See http://www.mathjax.org for details. * * Licensed
under the Apache License, Version 2.0; * you may not use this file except in compliance with the
License. * * http://www.apache.org/licenses/LICENSE-2.0 */ MathJax.Hub.Config({ config:
["MMLorHTML.js"],

© Copyright IBM Corp. 2000, 2016. All Rights Reserved. -63 -



[Low] https://medici5.cloudapp.net/static/js/vendor/mathjax/MathJax.js - 5 issue(s)

Issue 1 of 5

[Low] Query Parameter in SSL Request

Issue: 100652371

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/MathJax.js

Parameter: config

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix:

Always use SSL and POST (body) parameters when sending sensitive information.

Variant 1 of 1

Reasoning:

AppScan found parameters in the query part of the HTTP request,

Request/Response:

which was sent over SSL.

GET /static/js/vendor/mathjax/MathJax.js? config =TeX-AMS-MML HTMLorMML HTTP/1.1
Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;

utmb=148690987.2.10.1472656457; utmc=148690987;

utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ;
csrftoken=Rdt350JamCrwxzaySJkKBTFuzk5QCTas; sessionid=6oy860jxfcib7wtSnyl2nmpuecl9wdsp

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/
Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1;

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:05:56 GMT
Content-Type: application/javascript
Content-Length: 122432

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-1ded0"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; js-indent-level:

WOW64 ;

2 —*— */ /* yim:

Trident/7.0)

utmt=1;

set ts=2 et sw=2

tw=80": */ /************************************************************* * * MathJax jS * * The

main support code for the MathJax Hub, including the * Ajax,
Oriented Programming * libraries, as well as the base Jax classes,

2009-2015 The MathJax Consortium * * Licensed under the Apache License,
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Issue 2 of 5

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652322

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/MathJax.js

Path: MathJax.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,

password, credit card number, social security number etc.
Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response
Request/Response:

header is missing

GET /static/js/vendor/mathjax/MathJax.js?config=TeX-AMS-MML HTMLorMML HTTP/1.1
Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;

utmb=148690987.2.10.1472656457; utmc=148690987;

utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;
csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/
Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 122432

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-1ded40"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; Jjs-indent-level: 2

—-*— x/ /* yim: set ts=2 et sw=2

tW=80: */ /************************************************************* * % MathJaX.jS * K The
main support code for the MathJax Hub, including the * Ajax, Callback, Messaging, and Object-

Oriented Programming * libraries, as well as the base Jax classes,

and startup * processing code.
——————— * * Copyright (c)

2009-2015 The MathJax Consortium * * Licensed under the Apache License, Version 2.0 (the "Lice
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Issue 3 of 5

[Low] Encryption Not Enforced

Issue: 100698286

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/MathJax.js

Path: MathJax.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource

was successfully accessed using HTTP instead of HTTPS.
Request/Response:

GET /static/js/vendor/mathjax/MathJax.js?config=TeX-AMS-MML HTMLorMML HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ;

utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8
Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 122432

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-1dedQ"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; Jjs-indent-level: 2 —-*- */ /* vim:

0)

set ts=2 et sw=2

tW:8O- */ /************************************************************* * K% MathJaX jS * K The

main support code for the MathJax Hub, including the * Ajax, Callback, Messaging,

and Object-

Oriented Programming * libraries, as well as the base Jax classes, and startup * processing code.

* ok

————————————————————————————————————————————————————————————————————— * * Copyright (c)

2009-2015 The MathJax Consortium * * Licensed under the Apache License, Version 2.0 (the "Lice
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Issue 4 of 5

[Low] Cacheable SSL Page Found

Issue: 100652298

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/MathJax.js

Path: MathJax.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache" headers to their responses.

Variant 1 of 1

Reasoning:

The application has responded with a response that indicates the page should be cached, but not
ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma: no-cache" or
"Cache-Control: no-cache").

Request/Response:

GET /static/js/vendor/mathjax/MathJax.js?config=TeX-AMS-MML HTMLorMML HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsj6h27dijxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 122432

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-1ded0"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; js-indent-level: 2 —-*- */ /* yim: set ts=2 et sw=2
tw:80: ‘k/ /****************‘k*‘k*‘k*‘k************************************** *  *x MathJaX.jS * % The
main support code for the MathJax Hub, including the * Ajax, Callback, Messaging, and Object-
Oriented Programming * libraries, as well as the base Jax classes, and startup * processing code.

B SO O O O O e D O O O O O C O OO COO OIS OO COCOo00 * * Copyright (c)
2009-2015 The MathJax Consortium * * Licensed under the Apache License, Version 2.0 (the "Lice

© Copyright IBM Corp. 2000, 2016. All Rights Reserved. - 67 -



Issue 5 of 5

[Information] Client-Side (JavaScript) Cookie References

Issue: 100652318

Severity: Information

URL: https://medici5.cloudapp.net/static/js/vendor/mathjax/MathJax.js

Path: /* -*- Mode: Javascript; indent-tabs-mode:nil; js-indent-level: 2 -*- *

Risk(s): The worst case scenario for this attack depends on the context and role of the cookies that are created at the client side
Fix: Remove business and security logic from the client side

Variant 1 of 1

Reasoning:

AppScan found a reference to cookies in the JavaScript.
Request/Response:

GET /static/js/vendor/mathjax/MathJax.js?config=TeX-AMS-MML HTMLorMML HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=Rdt350JamCrwxzaySJkKBTFuzk5Q0CTas; sessionid=6oy860jxfcib7wt5nyl2nmpuecl9wdsp

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:05:56 GMT
Content-Type: application/javascript
Content-Length: 122432

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-1ded40"

Accept-Ranges: bytes

/* —*- Mode: Javascript; indent-tabs-mode:nil; Jjs-indent-level: 2 —-*- */ /* vim: set ts=2 et sw=2
tW=80: */ /************************************************************* *  *x MathJaX.jS * K The
main support code for the MathJax Hub, including the * Ajax, Callback, Messaging, and Object-
Oriented Programming * libraries, as well as the base Jax classes, and startup * processing code.

————————————————————————————————————————————————————————————————————— * * Copyright (c)
2009-2015 The MathJax Consortium * * Licensed under the Apache License, Version 2.0 (the "Lice
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[Low] https://medici5.cloudapp.net/static/js/vendor/select2/select2-forked.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538932

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/select2/select2-forked.js

Path: select2-forked.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/vendor/select2/select2-forked.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; csrftoken=vz2ybWQOmHpZDzAnLiMsZ6gzzJZax7J7F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/accounts/logout/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:56 GMT
Content-Type: application/javascript
Content-Length: 148688

Last-Modified: Tue, 09 Aug 2016 15:57:34 GMT
Connection: keep-alive

ETag: "57a9fd6e-244d0"

Accept-Ranges: bytes

/* Copyright 2012 Igor Vaynberg Version: @Q@verQ@Q@ Timestamp: @@timestamp@@ This software is
licensed under the Apache License, Version 2.0 (the "Apache License") or the GNU General Public
License version 2 (the "GPL License"). You may choose either license to govern your use of this
software only upon the condition that you accept all of the terms of either the Apache License
the GPL License. You may obtain a copy of the Apache License and the GPL License at:
http://www.apache.org/licenses/LICENSE-2.0 http://www.gnu.org/licenses/gpl-2.0.html Unless
required by applicable law or
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100538926

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/select2/select2-forked.js

Path: select2-forked.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/vendor/select2/select2-forked.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/

Host: medici5.cloudapp.net: 80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:56 GMT
Content-Type: application/javascript
Content-Length: 148688

Last-Modified: Tue, 09 Aug 2016 15:57:34 GMT
Connection: keep-alive

ETag: "57a9fdee-244d0"

Accept-Ranges: bytes

/* Copyright 2012 Igor Vaynberg Version: @Q@ver@@ Timestamp: @@timestamp@@ This software is
licensed under the Apache License, Version 2.0 (the "Apache License") or the GNU General Public
License version 2 (the "GPL License"). You may choose either license to govern your use of this
software only upon the condition that you accept all of the terms of either the Apache License or
the GPL License. You may obtain a copy of the Apache License and the GPL License at:
http://www.apache.org/licenses/LICENSE-2.0 http://www.gnu.org/licenses/gpl-2.0.html Unless
required by applicable law or

© Copyright IBM Corp. 2000, 2016. All Rights Reserved. -70 -



[Low] https://medici5.cloudapp.net/static/js/vendor/underscore-min.js - 3 issue(s)

Issue 1 of 3

[Low] Web Application Source Code Disclosure Pattern Found

Issue: 100652306

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/underscore-min.js

Path: underscore-min.js

Risk(s): It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive
information such as usernames and passwords

Fix: Remove source code files from your web-server and apply any relevant patches

Variant 1 of 1

Reasoning:

The response contains source code of script files, which may expose sensitive information about
the site and the application logic.

Request/Response:

GET /static/js/vendor/underscore-min.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 14099

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-3713"

Accept-Ranges: bytes

// Underscore.js 1.5.1 // http://underscorejs.org // (c) 2009-2013 Jeremy Ashkenas, DocumentCloud
and Investigative Reporters & Editors // Underscore may be freely distributed under the MIT
license. !function() {var

n=this, t=n. ,r={},e=Array.prototype,u=0Object.prototype,i=Function.prototype,a=e.push,o=e.slice,c=e
.concat,l=u.toString, f=u.hasOwnProperty, s=e.forEach, p=e.map, v=e.reduce, h=e.reduceRight,d=e.filter,
g=e.every,m=e.some, y=e.indexOf,b=e.lastIndexOf, x=Array.isArray, =Object.keys,w=1i.bind, j=function (n
) {return n instanceof j?n:this instanceof j?(this. wrapped=n,void 0) :new j(
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Issue 2 of 3

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652378

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/underscore-min.js

Path: underscore-min.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

GET /static/js/vendor/underscore-min.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 14099

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-3713"

Accept-Ranges: bytes

// Underscore.js 1.5.1 // http://underscorejs.org // (c) 2009-2013 Jeremy Ashkenas, DocumentCloud
and Investigative Reporters & Editors // Underscore may be freely distributed under the MIT
license. !function() {var

n=this, t=n. ,r={},e=Array.prototype,u=Object.prototype,i=Function.prototype,a=e.push,o=e.slice,c=e
.concat,l=u.toString, f=u.hasOwnProperty, s=e.forEach, p=e.map, v=e.reduce, h=e.reduceRight,d=e.filter,
g=e.every,m=e.some, y=e.index0Of,b=e.lastIndexOf, x=Array.isArray, =0Object.keys,w=1i.bind, j=function (n
) {return n instanceof j?n:this instanceof j?(this. wrapped=n,void 0) :new j(
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Issue 3 of 3

[Low] Encryption Not Enforced

Issue: 100652350

Severity: Low

URL: https://medici5.cloudapp.net/static/js/vendor/underscore-min.js

Path: underscore-min.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/vendor/underscore-min.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 14099

Last-Modified: Tue, 09 Aug 2016 15:51:51 GMT
Connection: keep-alive

ETag: "57a9fcl7-3713"

Accept-Ranges: bytes

// Underscore.js 1.5.1 // http://underscorejs.org // (c) 2009-2013 Jeremy Ashkenas, DocumentCloud
and Investigative Reporters & Editors // Underscore may be freely distributed under the MIT
license. !function() {var

n=this, t=n. ,r={},e=Array.prototype,u=Object.prototype,i=Function.prototype,a=e.push,o=e.slice,c=e
.concat, l=u.toString, f=u.hasOwnProperty, s=e.forEach, p=e.map, v=e.reduce, h=e.reduceRight,d=e.filter,
g=e.every,m=e.some, y=e.indexOf,b=e.lastIndexOf, x=Array.isArray, =0Object.keys,w=1i.bind, j=function (n
) {return n instanceof j?n:this instanceof j?(this. wrapped=n,void 0) :new j(
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[Low] https://medici5.cloudapp.net/static/js/worksheet/contents_bundle_interface.js - 2 issue(s)

Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue:
Severit
URL:
Path:

Risk(s):

Fix:

100652346
y: Low
https://medici5.cloudapp.net/static/js/worksheet/contents_bundle_interface.js
contents_bundle_interface.js
It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

© Copyright IBM

GET /static/js/worksheet/contents bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:41 GMT
Content-Type: application/javascript
Content-Length: 1362

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-552"

Accept-Ranges: bytes

/** @jsx React.DOM */ var ContentsBundle = React.createClass ({ mixins: [CheckboxMixin,
GoToBundleMixin], getInitialState: function(){ this.props.item.state.checked = false; return
this.props.item.state; }, handleClick: function(event){ this.props.setFocus (this.props.index,

event); }, render: function() { var className = 'type-contents' + (this.props.focused ? ' focused'

''); var checkbox = this.props.cankEdit ? <input type="checkbox" className="ws-checkbox"
onChange {this.handleCheck} checked={this.state.checked} disabled={!this

Corp. 2000, 2016. All Rights Reserved.
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652368

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/contents_bundle_interface.js

Path: contents_bundle_interface.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/contents bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:41 GMT
Content-Type: application/javascript
Content-Length: 1362

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcle6-552"

Accept-Ranges: bytes

/** @jsx React.DOM */ var ContentsBundle = React.createClass({ mixins: [CheckboxMixin,
GoToBundleMixin], getInitialState: function(){ this.props.item.state.checked = false; return
this.props.item.state; }, handleClick: function (event) { this.props.setFocus(this.props.index,
event); }, render: function() { var className = 'type-contents' + (this.props.focused ? ' focused'

''); var checkbox = this.props.cankEdit ? <input type="checkbox" className="ws-checkbox"
onChange {this.handleCheck} checked={this.state.checked} disabled={!this
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[Low] https://medici5.cloudapp.net/static/js/worksheet/html_bundle_interface.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652328

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/html_bundle_interface.js

Path: html_bundle_interface.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/html bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:41 GMT
Content-Type: application/javascript
Content-Length: 1363

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl16-553"

Accept-Ranges: bytes

/** @jsx React.DOM */ var HTMLBundle = React.createClass ({ mixins: [CheckboxMixin,
GoToBundleMixin], getInitialState: function(){ this.props.item.state.checked = false; return
this.props.item.state; }, handleClick: function(event){ this.props.setFocus (this.props.index,
event); }, render: function() { var className = 'type-html' + (this.props.focused ? ' focused'
''); var checkbox = this.props.cankEdit ? <input type="checkbox" className="ws-checkbox"
onChange={this.handleCheck} checked={this.state.checked} disabled={!this.props.c
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652353

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/html_bundle_interface.js

Path: html_bundle_interface.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource

was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/html bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:41 GMT
Content-Type: application/javascript
Content-Length: 1363

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl16-553"

Accept-Ranges: bytes

/** @jsx React.DOM */ var HTMLBundle = React.createClass({ mixins: [CheckboxMixin,
GoToBundleMixin], getInitialState: function(){ this.props.item.state.checked = false; return
this.props.item.state; }, handleClick: function(event){ this.props.setFocus (this.props.index,
event); }, render: function() { var className = 'type-html' + (this.props.focused ? ' focused'
''); var checkbox = this.props.cankEdit ? <input type="checkbox" className="ws-checkbox"
onChange={this.handleCheck} checked={this.state.checked} disabled={!this.props.c
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[Low] https://medici5.cloudapp.net/static/js/worksheet/image_bundle_interface.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652377

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/image_bundle_interface.js

Path: image_bundle_interface.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/image bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 1032

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-408"

Accept-Ranges: bytes

/** @jsx React.DOM */ var ImageBundle = React.createClass({ mixins: [CheckboxMixin,
GoToBundleMixin], getInitialState: function(){ this.props.item.state.checked = false; return
this.props.item.state; }, handleClick: function(event){ this.props.setFocus (this.props.index,
event); }, render: function() { var className = 'type-image' + (this.props.focused ? ' focused'
''); var checkbox = this.props.cankEdit ? <input type="checkbox" className="ws-checkbox"
onChange={this.handleCheck} checked={this.state.checked} disabled={!this.props
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652375

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/image_bundle_interface.js

Path: image_bundle_interface.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource

was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/image bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 1032

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcle6-408"

Accept-Ranges: bytes

/** @jsx React.DOM */ var ImageBundle = React.createClass({ mixins: [CheckboxMixin,
GoToBundleMixin], getInitialState: function(){ this.props.item.state.checked = false; return
this.props.item.state; }, handleClick: function(event){ this.props.setFocus (this.props.index,
event); }, render: function() { var className = 'type-image' + (this.props.focused ? ' focused'
''); var checkbox = this.props.cankEdit ? <input type="checkbox" className="ws-checkbox"
onChange={this.handleCheck} checked={this.state.checked} disabled={!this.props
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[Low] https://medici5.cloudapp.net/static/js/worksheet/inline_bundle_interface.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652358

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/inline_bundle_interface.js

Path: inline_bundle_interface.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/inline bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 977

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-3d1"

Accept-Ranges: bytes

/** @jsx React.DOM */ var InlineBundle = React.createClass({ mixins: [CheckboxMixin],
getInitialState: function(){ this.props.item.state.checked = false; return this.props.item.state;
}, handleClick: function(event){ this.props.setFocus (this.props.index, event); }, render:
function() { var className = 'type-inline' + (this.props.focused ? ' focused' : ''); var checkbox
= this.props.canEdit ? <input type="checkbox" className="ws-checkbox" onChange={this.handleCheck}
checked={this.state.checked} disabled={!this.props.checkboxEnable
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652380

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/inline_bundle_interface.js

Path: inline_bundle_interface.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/inline bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 977

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcle6-3d1"

Accept-Ranges: bytes

/** @jsx React.DOM */ var InlineBundle = React.createClass({ mixins: [CheckboxMixin],
getInitialState: function(){ this.props.item.state.checked = false; return this.props.item.state;
}, handleClick: function (event){ this.props.setFocus (this.props.index, event); }, render:
function() { var className = 'type-inline' + (this.props.focused ? ' focused' : ''); var checkbox
= this.props.canEdit ? <input type="checkbox" className="ws-checkbox" onChange={this.handleCheck}
checked={this.state.checked} disabled={!this.props.checkboxEnable
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[Low] https://medici5.cloudapp.net/static/js/worksheet/markdown_bundle_interface.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652312

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/markdown_bundle_interface.js

Path: markdown_bundle_interface.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/markdown bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 3741

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-e9d"

Accept-Ranges: bytes

/** @jsx React.DOM */ var MarkdownBundle = React.createClass ({ mixins: [CheckboxMixin],
getInitialState: function(){ return { checked: false, new item: false, editing: false, }; 1},
capture keys: function(event){ if(this.props.editing){ console.log("setting up markdown keys");
Mousetrap.reset(); // since we are editing reset and only let you save
Mousetrap.bind(['ctrl+enter', "meta+tenter"], function(e){ console.log("ctrl+enter metatenter'")
this.saveE
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652333

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/markdown_bundle_interface.js

Path: markdown_bundle_interface.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource

was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/markdown bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 3741

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-e9d"

Accept-Ranges: bytes

/** @jsx React.DOM */ var MarkdownBundle = React.createClass({ mixins: [CheckboxMixin],
getInitialState: function(){ return { checked: false, new item: false, editing: false, }; 1},

capture keys: function(event){ if(this.props.editing){ console.log("setting up markdown keys");

Mousetrap.reset(); // since we are editing reset and only let you save
Mousetrap.bind(['ctrl+enter', "metat+enter"], function(e){ console.log("ctrl+enter metatenter'")
this.saveE
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[Low] https://medici5.cloudapp.net/static/js/worksheet/record_bundle_interface.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652315

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/record_bundle_interface.js

Path: record_bundle_interface.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/record bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 1773

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fclé6-6ed"

Accept-Ranges: bytes

/** @jsx React.DOM */ var RecordBundle = React.createClass({ mixins: [CheckboxMixin,
GoToBundleMixin], getInitialState: function(){ return { checked: false } }, handleClick:

function (event){ this.props.setFocus (this.props.index, event); }, render: function() { var item =

this.props.item.state; var className = 'table table-record' + (this.props.focused ? ' focused'
''); var checkbox = this.props.cankEdit ? <input type="checkbox" className="ws-checkbox"
onChange={this.handleCheck} checked={this.state.checked} d
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652329

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/record_bundle_interface.js

Path: record_bundle_interface.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/record bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 1773

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fclé6-6ed"

Accept-Ranges: bytes

/** @jsx React.DOM */ var RecordBundle = React.createClass({ mixins: [CheckboxMixin,
GoToBundleMixin], getInitialState: function(){ return { checked: false } }, handleClick:

function (event) { this.props.setFocus (this.props.index, event); }, render: function() { var item =
this.props.item.state; var className = 'table table-record' + (this.props.focused ? ' focused'
''); var checkbox = this.props.cankEdit ? <input type="checkbox" className="ws-checkbox"
onChange={this.handleCheck} checked={this.state.checked} d
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[Low] https://medici5.cloudapp.net/static/js/worksheet/table_bundle_interface.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652309

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/table_bundle_interface.js

Path: table_bundle_interface.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/table bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 11786

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-2e0a"

Accept-Ranges: bytes

/** @jsx React.DOM */ var TableBundle = React.createClass({ mixins: [CheckboxMixin],
getInitialState: function(){ return { rowFocusIndex: 0, checked: false }; }, handleClick:

function (event) { this.props.setFocus (this.props.index, event); }, componentDidMount: function () {
this.slowSave = .debounce (this.props.handleSave, 1000); }, capture keys: function(event){ // list

of all keys for this interface Mousetrap.bind(['enter'], function(e){ this.goToBundlePage () ;
}.bind (this
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652363

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/table_bundle_interface.js

Path: table_bundle_interface.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/table bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 11786

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcle-2e0a"

Accept-Ranges: bytes

/** @jsx React.DOM */ var TableBundle = React.createClass({ mixins: [CheckboxMixin],
getInitialState: function(){ return { rowFocusIndex: 0, checked: false }; }, handleClick:
function (event) { this.props.setFocus (this.props.index, event); }, componentDidMount: function () {

this.slowSave = .debounce(this.props.handleSave, 1000); }, capture keys: function(event){ // list
of all keys for this interface Mousetrap.bind(['enter'], function(e){ this.goToBundlePage () ;

}.bind (this
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[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_bundle_interface.js - 2 issue(s)

Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652354

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_bundle_interface.js

Path: worksheet_bundle_interface.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

GET /static/js/worksheet/worksheet bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 1685

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-695"

Accept-Ranges: bytes

/** @jsx React.DOM */ var WorksheetBundle = React.createClass({ mixins: [CheckboxMixin],

getInitialState: function(){ this.props.item.state.checked = false; return this.props.item.state;

}, keysToHandle: function(){ return['enter'] }, handleKeydown: function(){ var key =
keyMap [event.keyCode]; if (typeof key !== 'undefined'){ event.preventDefault(); switch (key)
'enter': event.preventDefault(); this.goToWorksheet (); break;
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652347

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_bundle_interface.js

Path: worksheet_bundle_interface.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/worksheet bundle interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 1685

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl16-695"

Accept-Ranges: bytes

/** @jsx React.DOM */ var WorksheetBundle = React.createClass({ mixins: [CheckboxMixin],
getInitialState: function(){ this.props.item.state.checked = false; return this.props.item.state;
}, keysToHandle: function(){ return['enter'] }, handleKeydown: function(){ var key =

keyMap [event.keyCode]; if (typeof key !== 'undefined'){ event.preventDefault(); switch (key) { case

'enter': event.preventDefault(); this.goToWorksheet (); break;
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[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_content.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652305

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_content.js

Path: worksheet_content.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/worksheet content.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 24410

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-5f5a"

Accept-Ranges: bytes

// 'class' to manage a worksheet and its items. // gets created in worksheet/details.html var

WorksheetContent = function() { //init function WorksheetContent (url) { this.url = url;
this.needs cleanup = false; this.state = { edit permission: false, last item id: 0, name: '',
owner: null, owner id: 0, uuid: 0, items: [], raw: [] }; } //add functions and calls below

WorksheetContent.prototype.getState = function() { if(this.needs cleanup) {
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652300

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_content.js

Path: worksheet_content.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource

was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/worksheet content.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 24410

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcle-5f5a"

Accept-Ranges: bytes

// 'class' to manage a worksheet and its items. // gets created in worksheet/details.html var
WorksheetContent = function() { //init function WorksheetContent (url) { this.url = url;
this.needs cleanup = false; this.state = { edit permission: false, last item id: 0, name: '',
owner: null, owner id: 0, uuid: 0, items: [], raw: [] }; } //add functions and calls below
WorksheetContent.prototype.getState = function() { if(this.needs_ cleanup) {
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[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_interface.js - 2 issue(s)

Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652302

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_interface.js

Path: worksheet_interface.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/worksheet interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 12460

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-30ac"

Accept-Ranges: bytes

/** @jsx React.DOM */ var keyMap = { 13: "enter", 27: "esc", 69: "e", 70: "f", 38: "up", 40:
"down", 65: "a", 66: "b", 68: "d", 73: "i", 74: "j", 75: "k", 79: "o", 88: "x", 191: "fslash"
var Worksheet = React.createClass({ // master parent that controls the page getInitialState:
function () { return { activeComponent: 'list', editMode: false, rawMode: false, showSearchBar:
false, editingText: false, }; }, componentDidMount: function() {
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652379

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_interface.js

Path: worksheet_interface.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/worksheet interface.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 12460

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcle-30ac"

Accept-Ranges: bytes

/** @jsx React.DOM */ var keyMap = { 13: "enter", 27: "esc", 69: "e", 70: "f", 38: "up", 40:
"down", 65: "a", 66: "b", 68: "d", 73: "i", 74: "j", 75: "k", 79: "o", 88: "x", 191: "fslash" };
var Worksheet = React.createClass({ // master parent that controls the page getInitialState:
function () { return { activeComponent: 'list', editMode: false, rawMode: false, showSearchBar:
false, editingText: false, }; }, componentDidMount: function() {
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[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_items.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652314

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_items.js

Path: worksheet_items.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/worksheet items.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 18097

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-46bl"

Accept-Ranges: bytes

/** @jsx React.DOM */ var WorksheetItemList = React.createClass({ getInitialState: function () {
return { focusIndex: -1, editingIndex: -1, checkboxEnabled: true, worksheet: { last item id: O,
name: '', owner: null, owner id: 0, uuid: 0, items: [], edit permission: false, raw: [] } }; },
componentDidMount: function() { this.props.refreshWorksheet(); // Set up the deb
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652316

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_items.js

Path: worksheet_items.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource

was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/worksheet items.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:42 GMT
Content-Type: application/javascript
Content-Length: 18097

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcle-46bl"

Accept-Ranges: bytes

/** @jsx React.DOM */ var WorksheetItemList = React.createClass({ getInitialState: function () {
return { focusIndex: -1, editingIndex: -1, checkboxEnabled: true, worksheet: { last item id: O,
name: '', owner: null, owner id: 0, uuid: 0, items: [], edit permission: false, raw: [] } }; 1},

componentDidMount: function() { this.props.refreshWorksheet(); // Set up the deb
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[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_list.js - 2 issue(s)

Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652341

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_list.js

Path: worksheet_list.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/worksheet list.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:23 GMT
Content-Type: application/javascript
Content-Length: 10135

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-2797"

Accept-Ranges: bytes

/** @jsx React.DOM */ // key mapping for convenience. we can move this into the global scope at

some point. var keyMap = { 13: "enter", 38: "up", 40: "down", 74: "j", 75: "k", 88: "x", 191:
"fslash" }; var Worksheets = React.createClass({ // this is the master parent component -- the

'app' getInitialState: function(){ return { activeComponent:"list", filter: "", } }, handleFocus:

function (event){ // the search input is the only one who calls this so far. // if it's being
focused, set it as the
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652357

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_list.js

Path: worksheet_list.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/worksheet list.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/

Host: medici5.cloudapp.net: 80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:23 GMT
Content-Type: application/javascript
Content-Length: 10135

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-2797"

Accept-Ranges: bytes

/** @jsx React.DOM */ // key mapping for convenience. we can move this into the global scope at
some point. var keyMap = { 13: "enter", 38: "up", 40: "down", 74: "j", 75: "k", 88: "x", 191:
"fslash" }; var Worksheets = React.createClass({ // this is the master parent component -- the
'app' getInitialState: function(){ return { activeComponent:"list", filter: "", } }, handleFocus:
function (event) { // the search input is the only one who calls this so far. // if it's being
focused, set it as the
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[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_search.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652338

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_search.js

Path: worksheet_search.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/worksheet search.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:41 GMT
Content-Type: application/javascript
Content-Length: 8627

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-21b3"

Accept-Ranges: bytes

/** @jsx React.DOM */ var WorksheetSearch = React.createClass({ //

khkkhkkhhkhrkhkkhkkhkhkhkhhkkhhkrhkkhkkhkhkhhkkhkkhhkrhkkhkkhkhhrhhkkhhkrhkhkhdhxk*k // please see wSs aCtiOnS the goal Of Worksheetsearch
// 1s to be a generic front end for all actions and select2 // for all new actions please add in
wSs actions. // hAhkhkhkkhkhkhkhkhkkhkhhkrhkkhkkhkhAhkhkhhhrhkkhkhkhrhkhkkhkkhhkrhkkhkkhkhhhkhk,kxx COmpOnentDidMOunt: function(){ // When

the component has mounted, init the select2 plugin on the // general search input
(http://ivaynberg.github.io/select2/) var self = this; // get our static list of commands and
store
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652345

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/worksheet_search.js

Path: worksheet_search.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/worksheet search.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:41 GMT

Content-Type: application/javascript

Content-Length: 8627

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT

Connection: keep-alive

ETag: "57a9fcl6-21b3"

Accept-Ranges: bytes

/** @jsx React.DOM */ var WorksheetSearch = React.createClass({ //
khkkhkkhkhkhkhkkhkkhkhkhkhhkkhkhkhhkkhkhkhkhkhhkhhkhrhkhkkhkhkhkhhkkhhkrhkkhkhkhhhkh*k // please see WS actions the goal Of Worksheetsearch
// 1s to be a generic front end for all actions and select2 // for all new actions please add in
wSs actions. // khkhkhkkhkhkhkhkkhkhhhkhhkkhkhkhhkhkhkhhkhrhkkhhkhdhkhkkhkkhkhkhrhkkhkkhkhhkhkhkhkxx ComponentDidMOunt: functlon(){ // When
the component has mounted, init the select2 plugin on the // general search input
(http://ivaynberg.github.io/select2/) var self = this; // get our static list of commands and
store
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[Low] https://medici5.cloudapp.net/static/js/worksheet/ws_mixins.js - 2 issue(s)

Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652372

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/ws_mixins.js

Path: WS_Mmixins.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:

AppScan detected that the HTTP Strict-Transport-Security response header is missing

Request/Response:

GET /static/js/worksheet/ws mixins.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 587

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-24b"

Accept-Ranges: bytes

/** @jsx React.DOM */ var CheckboxMixin = { handleCheck: function (event){ this.setState ({checked:
event.target.checked}); if(this.hasOwnProperty ('toggleCheckRows')){ this.toggleCheckRows(); } } };
var GoToBundleMixin = { capture keys: function(e){ Mousetrap.bind(['enter'], function(e) {
this.goToBundlePage (); }.bind(this), 'keydown'); }, goToBundlePage: function(){ var bundleUUID =
this.props.item.state.bundle info.uuid; window.open('/bundles/' + bundleUUID, ' blank'); }, };
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652342

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/ws_mixins.js

Path: WS_mixins.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/ws mixins.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 587

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-24b"

Accept-Ranges: bytes

/** @jsx React.DOM */ var CheckboxMixin = { handleCheck: function (event){ this.setState ({checked:
event.target.checked}); if (this.hasOwnProperty ('toggleCheckRows')){ this.toggleCheckRows(); } } };
var GoToBundleMixin = { capture keys: function(e){ Mousetrap.bind(['enter'], function (e) {
this.goToBundlePage(); }.bind(this), 'keydown'); }, goToBundlePage: function(){ var bundleUUID =
this.props.item.state.bundle info.uuid; window.open ('/bundles/' + bundleUUID, ' blank'); }, };
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[Low] https://medici5.cloudapp.net/static/js/worksheet/ws_mousetrap_fork.js - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652323

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/ws_mousetrap_fork.js

Path: ws_mousetrap_fork.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/js/worksheet/ws mousetrap fork.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsjbh27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 29774

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcl6-744e"

Accept-Ranges: bytes

/*global define:false */ /** * Copyright 2013 Craig Campbell * * Licensed under the Apache
License, Version 2.0 (the "License"); * you may not use this file except in compliance with the
License. * You may obtain a copy of the License at * * http://www.apache.org/licenses/LICENSE-2.0
* * Unless required by applicable law or agreed to in writing, software * distributed under the
License is distributed on an "AS IS" BASIS, * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. * See the License for the specific language governing permissions and *
limitations und
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Issue 2 of 2

[Low] Encryption Not Enforced

Issue: 100652317

Severity: Low

URL: https://medici5.cloudapp.net/static/js/worksheet/ws_mousetrap_fork.js

Path: ws_mousetrap_fork.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/js/worksheet/ws mousetrap fork.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5 80 lp6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/worksheets/admin/

Host: medici5.cloudapp.net:80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 16:06:40 GMT
Content-Type: application/javascript
Content-Length: 29774

Last-Modified: Tue, 09 Aug 2016 15:51:50 GMT
Connection: keep-alive

ETag: "57a9fcle-744e"

Accept-Ranges: bytes

/*global define:false */ /** * Copyright 2013 Craig Campbell * * Licensed under the Apache
License, Version 2.0 (the "License"); * you may not use this file except in compliance with the
License. * You may obtain a copy of the License at * * http://www.apache.org/licenses/LICENSE-2.0
* * Unless required by applicable law or agreed to in writing, software * distributed under the
License is distributed on an "AS IS" BASIS, * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. * See the License for the specific language governing permissions and *
limitations und
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[Low] https://medici5.cloudapp.net/static/lib/jg/jquery.cookie.js - 3 issue(s)
Issue 1 of 3

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100538936

Severity: Low

URL: https://medici5.cloudapp.net/static/lib/jg/jquery.cookie.js

Path: jquery.cookie.js

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 2

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /static/lib/jqgq/jquery.cookie.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw; csrftoken=vz2ybWQOmHpZDzAnLiMsZ6gzzJZax7J7F

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/accounts/logout/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:56 GMT
Content-Type: application/javascript
Content-Length: 2142

Last-Modified: Tue, 09 Aug 2016 15:57:35 GMT
Connection: keep-alive

ETag: "57a9fd6f-85e"

Accept-Ranges: bytes

/*! * JQuery Cookie Plugin v1.3.1 * https://github.com/carhartl/jquery-cookie * * Copyright 2013
Klaus Hartl * Released under the MIT license */ (function ($, document, undefined) { var pluses =
/\+/g; function raw(s) { return s; } function decoded(s) { return

unRfc2068 (decodeURIComponent (s.replace (pluses, ' '"))); } function unRfc2068 (value) { if
(value.indexOf ('"') === 0) { // This is a quoted cookie as according to RFC2068, unescape value =
value.slice(1l, -1).replace(/\\"/g, '"').replace(/\\\\/g, '"\\'); } return value; } function

fromJSON (value) { return
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Issue 2 of 3

[Low] Encryption Not Enforced

Issue: 100538922

Severity: Low

URL: https://medici5.cloudapp.net/static/lib/jg/jquery.cookie.js

Path: jquery.cookie.js

Risk(s): It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent
unencrypted

Fix: Enforce the use of HTTPS when sending sensitive information

Variant 1 of 1

The following changes were applied to the original request:

- Set scheme to 'http'
- Set port to '80'
- Set header to 'medicib.cloudapp.net:80"'

Reasoning:

The test response is very similar to the original response. This indicates that the the resource
was successfully accessed using HTTP instead of HTTPS.

Request/Response:

GET /static/lib/jqg/jquery.cookie.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: http s://medici5.cloudapp.net/

Host: medici5.cloudapp.net: 80

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:21:56 GMT
Content-Type: application/javascript
Content-Length: 2142

Last-Modified: Tue, 09 Aug 2016 15:57:35 GMT
Connection: keep-alive

ETag: "57a9fd6f-85e"

Accept-Ranges: bytes

/*! * JjQuery Cookie Plugin v1.3.1 * https://github.com/carhartl/jquery-cookie * * Copyright 2013
Klaus Hartl * Released under the MIT license */ (function ($, document, undefined) { var pluses =
/\+/g; function raw(s) { return s; } function decoded(s) { return

unRfc2068 (decodeURIComponent (s.replace (pluses, ' '"))); } function unRfc2068 (value) { 1if
(value.indexOf ('"') === 0) { // This is a quoted cookie as according to RFC2068, unescape value =
value.slice(1l, -1).replace(/\\"/g, '"').replace(/\\\\/g, '"\\'); } return value; } function

fromJSON (value) { return
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Issue 3 of 3

[Information] Client-Side (JavaScript) Cookie References

Issue: 100538939

Severity: Information

URL: https://medici5.cloudapp.net/static/lib/jg/jquery.cookie.js

Path: /¥

Risk(s): The worst case scenario for this attack depends on the context and role of the cookies that are created at the client side
Fix: Remove business and security logic from the client side

Variant 1 of 1

Reasoning:
AppScan found a reference to cookies in the JavaScript.
Request/Response:

GET /static/lib/jqgq/jquery.cookie.js HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=hFT8kHOV31lmsxxuIN3He23dKZbiwlku5; sessionid=lxvxfb6igtan2183gbslurs666sj254w

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:14:20 GMT
Content-Type: application/javascript
Content-Length: 2142

Last-Modified: Tue, 09 Aug 2016 15:57:35 GMT
Connection: keep-alive

ETag: "57a9fd6f-85e"

Accept-Ranges: bytes

ue) { if (value.indexOf('"') === 0) { // This is a quoted cookie as according to RFC2068, unescape
value = value.slice(l, -1).replace(/\\"/g, '""').replace(/\\\\/g, "\\'); } return value; } function
fromJSON (value) { return config.json ? JSON.parse(value) : value; } var config = $ .cookie = funct
ion (key, value , optio ns) { // write if (valu e !== undef ined) { optio ns = $.extend({},
config.defaults, options); if (value === null) { options.expires = -1; } if (typeof
options.expires === 'number') { var days = options.expires, t = options.expires = new Date();
t.setDate(t.getDate() + days); } value = config.json ? JSON.stringify(value) : String(value);
return (document .cookie = [ encodeURIComponent (key), '=', config.raw ? value

encodeURIComponent (value), options.expires ? '; expires=' + options.expires.toUTCString() : '', //
use expires attribute, max-age is not supported by IE options.path ? '; path=' + options.path

'', options.domain ? '; domain='

ue) { if (value.indexOf ('"') === 0) { // This is a quoted cookie as according to RFC2068, unescape
value = value.slice(l, -1).replace(/\\"/g, '""').replace(/\\\\/g, "\\'); } return value; } function
fromJSON (value) { return config.json ? JSON.parse(value) : value; } var config = $ .cookie = funct
ion (key, value , optio ns) { // write if (valu e !== undef ined) { optio ns = $.extend({},
config.defaults, options); if (value === null) { options.expires = -1; } if (typeof
options.expires === 'number') { var days = options.expires, t = options.expires = new Date();
t.setDate(t.getDate() + days); } value = config.json ? JSON.stringify(value) : String(value);
return (document .cookie = [ encodeURIComponent (key), '=', config.raw ? value

encodeURIComponent (value), options.expires ? '; expires=' + options.expires.toUTCString() : '', //
use expires attribute, max-age is not supported by IE options.path ? '; path=' + options.path

'', options.domain ? '; domain='

© Copyright IBM Corp. 2000, 2016. All Rights Reserved. - 106 -



[Low] https://medici5.cloudapp.net/worksheets/ - 2 issue(s)
Issue 1 of 2

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652343

Severity: Low

URL: https://medici5.cloudapp.net/worksheets/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /worksheets/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:14:23 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

[0xfeff] <!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set
the viewport width to device width for mobile --> <meta name="viewport"
content="width=device-width, initial-scale=1"> <link type="image/x-icon" rel="shortcut icon"
href="/static/img/favicon.ico"> <title>Codalab - Worksheets</title> <!-- Included CSS Files
(Compressed) --> <link rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link
rel="stylesheet" href="/static/js/vendor/select2/select2.css" /> <link rel=
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Issue 2 of 2

[Low] Direct Access to Administration Pages

Issue: 100652374

Severity: Low

URL: https://medici5.cloudapp.net/worksheets/

Risk(s): It might be possible to escalate user privileges and gain administrative permissions over the web application
Fix: Apply proper authorization to administration scripts

Variant 1 of 1

The following changes were applied to the original request:
Set path to '/worksheets/admin/'
Reasoning:

AppScan requested a file which is probably not a legitimate part of the application. The response
status was 200 OK. This indicates that the test succeeded in retrieving the content of the
requested file.

Request/Response:

GET /worksheets/admin/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qgzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:47:54 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Worksheet details</title> <!-- Included CSS Files (Compressed) --> <link
rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <lin
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[Low] https://medici5.cloudapp.net/worksheets/admin/ - 1 issue(s)
Issue 1 of 1

[Low] Missing HTTP Strict-Transport-Security Header

Issue: 100652364

Severity: Low

URL: https://medici5.cloudapp.net/worksheets/admin/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name

and/or sensitive file locationslt is possible to persuade a naive user to supply sensitive information such as username,
password, credit card number, social security number etc.

Fix: Implement the HTTP Strict-Transport-Security policy

Variant 1 of 1

Reasoning:
AppScan detected that the HTTP Strict-Transport-Security response header is missing
Request/Response:

GET /worksheets/admin/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmpb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=FWiXRfbHW7swUC28a5B2uINfxkkSlrzy; sessionid=5801p6lmb6dsnwb08rv9zvsj6h27djxi

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/worksheets

Host: medicib.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:47:54 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set the
viewport width to device width for mobile --> <meta name="viewport" content="width=device-width,
initial-scale=1"> <link type="image/x-icon" rel="shortcut icon" href="/static/img/favicon.ico">
<title>Codalab - Worksheet details</title> <!-- Included CSS Files (Compressed) --> <link
rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link rel="stylesheet"
href="/static/js/vendor/select2/select2.css" /> <lin
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[Information] https://medici5.cloudapp.net/my/competition/submission/2/medical_image_viewer -1
issue(s)

Issue 1 of 1

[Information] HTML Comments Sensitive Information Disclosure

Issue: 100652355

Severity: Information

URL: https://medici5.cloudapp.net/my/competition/submission/2/medical_image_viewer

Path: OR - - <form name="loginform" id="loginform" method="post" action="http: //epad-public.stanford.edu:8...

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Remove sensitive information from HTML comments

Variant 1 of 1

Reasoning:
AppScan discovered HTML comments containing what appears to be sensitive information.
Request/Response:

GET /my/competition/submission/2/medical image viewer HTTP/1.1

Cookie: csrftoken=UrP7zM0ZBahaJHkZDfKMoyIE4PrAOX9u

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/competitions/1

Host: medici5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:15:48 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN"> <HTML> <HEAD> <TITLE> Login
</TITLE> <meta http-equiv="content-type" content="text/html; charset=UTF-8"> <script
type="text/javascript"
src="http://ajax.googleapis.com/ajax/libs/jquery/1.9.1/jquery.min.js"></script> </HEAD> <BODY
bgcolor=white> <form name="loginform" id="loginform" method="post" action="http://epad-

public.stanford.edu:8080/epad/session/"> <!-- OR --<form name="loginform" id="loginform"
method="post" action="http://epad-public.stanford.edu:8080/epad/session/" --> <input type="hidden"
name="username" value = Rez
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[Information] https://medici5.cloudapp.net/my/settings/ - 1 issue(s)
Issue 1 of 1

[Information] Email Address Pattern Found

Issue: 100652376

Severity: Information

URL: https://medici5.cloudapp.net/my/settings/

Risk(s): It is possible to gather sensitive information about the web application such as usernames, passwords, machine name
and/or sensitive file locations

Fix: Remove e-mail addresses from the website

Variant 1 of 1

Reasoning:
The response contains an e-mail address that may be private.
Request/Response:

GET /my/settings/ HTTP/1.1

Cookie: utma=148690987.562186168.1472656457.1472656457.1472656457.1;
utmb=148690987.2.10.1472656457; utmc=148690987;
utmz=148690987.1472656457.1.1.utmcsr=(direct) |utmccn=(direct) |utmcmd= (none) ; utmt=1;

csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; sessionid=nmcj7vw8uuegdd4n20jt5c3bezrb9asw

Accept-Language: en-US

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Referer: https://medici5.cloudapp.net/

Host: medicib5.cloudapp.net

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/7.0)

HTTP/1.1 200 OK

Server: nginx/1.9.3 (Ubuntu)

Date: Wed, 31 Aug 2016 15:24:17 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Cookie

Set-Cookie: csrftoken=vz2ybWOmHpZDzAnLiMsZ6qzzJZax7J7F; expires=Wed, 30-Aug-2017 15:24:17 GMT; Max-
Age=31449600; Path=/; secure

[Oxfeff] <!DOCTYPE html> <html class="no-js" lang="en"> <head> <meta charset="utf-8" /> <!-- Set
the viewport width to device width for mobile --> <meta name="viewport"
content="width=device-width, initial-scale=1"> <link type="image/x-icon" rel="shortcut icon"
href="/static/img/favicon.ico"> <title>Codalab - Settings</title> <!-- Included CSS Files
(Compressed) --> <link rel="stylesheet" href="/static/css/jquery.dataTables.css"> <link
rel="stylesheet" href="/static/js/vendor/select2/select2.css" /> <link rel="s
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Remediation Tasks by Severity

[Low] http://medici5.cloudapp.net/static/ - 1 issue(s)

Remediation Tasks
Issue a "404 - Not Found" response status code for a forbidden
resource, or remove it completely

(Low) Path: static/

[Low] https://medici5.cloudapp.net/ - 4 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path

Remediation Tasks
Apply proper authorization to administration scripts
(Low) Path

Remediation Tasks

Remove sensitive information from HTML comments
(Information) Path: <li>CodalLab v.0 ()</li>
(Information) Path: GitHub Ribbon

Addressed Security Issues
Hidden Directory Detected

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Direct Access to Administration Pages

Addressed Security Issues
HTML Comments Sensitive Information Disclosure

[Low] https://medici5.cloudapp.net/accounts/login/ - 1 issue(s)

Remediation Tasks
Implement the HTTP Strict-Transport-Security policy
(Low) Path

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

[Low] https://medici5.cloudapp.net/accounts/logout/ - 2 issue(s)

Remediation Tasks
Implement the HTTP Strict-Transport-Security policy
(Low) Path

Remediation Tasks
Decline malicious requests
(Low) Path

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Missing Cross-Frame Scripting Defence

[Low] https://medici5.cloudapp.net/accounts/password/reset/ - 3 issue(s)

Remediation Tasks

Avoid storing sensitive session information in permanent cookies
(Low) Cookie: csrftoken

Remediation Tasks

Add the 'HttpOnly' attribute to all session cookies
(Low) Cookie: csrftoken

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path

Addressed Security Issues
Permanent Cookie Contains Sensitive Session Information

Addressed Security Issues
Missing HttpOnly Attribute in Session Cookie

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

[Low] https://medici5.cloudapp.net/accounts/signup/ - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path

Remediation Tasks

Correctly set the "autocomplete" attribute to "off"
(Low) Path
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[Low] https://medici5.cloudapp.net/admin/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path

[Low] https://medici5.cloudapp.net/competitions/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path

[Low] https://medici5.cloudapp.net/competitions/1 - 4 issue(s)

Remediation Tasks Addressed Security Issues
Always use SSL and POST (body) parameters when sending Query Parameter in SSL Request
sensitive information.

(Low) Parameter: agreed_terms

(Low) Parameter: csrfmiddlewaretoken

Remediation Tasks Addressed Security Issues

Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: 1

Remediation Tasks Addressed Security Issues

Prevent caching of SSL pages by adding "Cache-Control: no-store" Cacheable SSL Page Found
and "Pragma: no-cache" headers to their responses.
(Low) Path: 1

[Low] https://medici5.cloudapp.net/competitions/1/results/1 - 4 issue(s)

Remediation Tasks Addressed Security Issues
Remove old versions of files from the virtual directory Temporary File Download
(Low) Path: 1
Remediation Tasks Addressed Security Issues
Always use SSL and POST (body) parameters when sending Query Parameter in SSL Request
sensitive information.
(Low) Parameter: _
Remediation Tasks Addressed Security Issues
Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: 1
Remediation Tasks Addressed Security Issues

Prevent caching of SSL pages by adding "Cache-Control: no-store" Cacheable SSL Page Found
and "Pragma: no-cache" headers to their responses.
(Low) Path: 1

[Low] https://medici5.cloudapp.net/competitions/1/results/1/data - 2 issue(s)

Remediation Tasks Addressed Security Issues

Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: data

Remediation Tasks Addressed Security Issues

Prevent caching of SSL pages by adding "Cache-Control: no-store" Cacheable SSL Page Found
and "Pragma: no-cache" headers to their responses.
(Low) Path: data

[Low] https://medici5.cloudapp.net/competitions/create - 2 issue(s)

Remediation Tasks Addressed Security Issues

Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: create
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Remediation Tasks Addressed Security Issues
Prevent caching of SSL pages by adding "Cache-Control: no-store" Cacheable SSL Page Found
and "Pragma: no-cache" headers to their responses.

(Low) Path: create

[Low] https://medici5.cloudapp.net/my/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path

[Low] https://medici5.cloudapp.net/my/datasets/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path

[Low] https://medici5.cloudapp.net/my/datasets/create - 3 issue(s)

Remediation Tasks Addressed Security Issues

Remove old versions of files from the virtual directory Temporary File Download
(Low) Path: create

Remediation Tasks Addressed Security Issues

Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: create

Remediation Tasks Addressed Security Issues

Prevent caching of SSL pages by adding "Cache-Control: no-store" Cacheable SSL Page Found
and "Pragma: no-cache" headers to their responses.
(Low) Path: create

[Low] https://medici5.cloudapp.net/static/ - 1 issue(s)

Remediation Tasks Addressed Security Issues
Issue a "404 - Not Found" response status code for a forbidden Hidden Directory Detected
resource, or remove it completely

(Low) Path: static/

[Low] https://medici5.cloudapp.net/static/bootstrap/js/bootstrap.min.js - 2 issue(s)

Remediation Tasks Addressed Security Issues

Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: bootstrap.min.js

Remediation Tasks Addressed Security Issues

Enforce the use of HTTPS when sending sensitive information Encryption Not Enforced

(Low) Path: bootstrap.min.js

[Low] https://medici5.cloudapp.net/static/codalab.min.js - 2 issue(s)

Remediation Tasks Addressed Security Issues

Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: codalab.min.js

Remediation Tasks Addressed Security Issues

Enforce the use of HTTPS when sending sensitive information Encryption Not Enforced

(Low) Path: codalab.min.js

[Low] https://medici5.cloudapp.net/static/js/search/ws_actions.js - 2 issue(s)

Remediation Tasks Addressed Security Issues
Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: ws_actions.js
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Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: ws_actions.js

[Low] https://medici5.cloudapp.net/static/js/vendor/custom.modernizr.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: custom.modernizr.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: custom.modernizr.js

[Low] https://medici5.cloudapp.net/static/js/vendor/jquery-1.10.2.min.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: jquery-1.10.2.min.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: jquery-1.10.2.min.js

[Low] https://medici5.cloudapp.net/static/js/vendor/JSXTransformer-0.12.2.js - 4 issue(s)

Remediation Tasks
Implement the HTTP Strict-Transport-Security policy
(Low) Path: JSXTransformer-0.12.2.js
Remediation Tasks
Enforce the use of HTTPS when sending sensitive information
(Low) Path: JSXTransformer-0.12.2.js
Remediation Tasks
Download the relevant security patch for your web server or web
application.
(Information) Path: JSXTransformer-0.12.2.js

Remediation Tasks
Remove e-mail addresses from the website
(Information) Path: JSXTransformer-0.12.2.js

Addressed Security Issues
Encryption Not Enforced

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

Addressed Security Issues
Possible Server Path Disclosure Pattern Found

Addressed Security Issues
Email Address Pattern Found

[Low] https://medici5.cloudapp.net/static/js/vendor/marked.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: marked.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: marked.js

[Low] https://medici5.cloudapp.net/static/js/vendor/mathjax/config/MMLorHTML.js - 4 issue(s)

Remediation Tasks
Always use SSL and POST (body) parameters when sending
sensitive information.

(Low) Parameter: rev

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: MMLorHTML..js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: MMLorHTML.js

Remediation Tasks

Prevent caching of SSL pages by adding "Cache-Control: no-store"
and "Pragma: no-cache" headers to their responses.
(Low) Path: MMLorHTML.js
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Addressed Security Issues
Encryption Not Enforced

Addressed Security Issues
Query Parameter in SSL Request

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

Addressed Security Issues
Cacheable SSL Page Found
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[Low] https://medici5.cloudapp.net/static/js/vendor/mathjax/config/TeX-AMS-MML_HTMLorMML.js -

3 issue(s)

Remediation Tasks Addressed Security Issues

Always use SSL and POST (body) parameters when sending Query Parameter in SSL Request

sensitive information.
(Low) Parameter: rev

Remediation Tasks Addressed Security Issues

Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: TeX-AMS-MML_HTMLorMML js

Remediation Tasks Addressed Security Issues

Prevent caching of SSL pages by adding "Cache-Control: no-store" Cacheable SSL Page Found
and "Pragma: no-cache" headers to their responses.
(Low) Path: TeX-AMS-MML_HTMLorMML js

[Low] https://medici5.cloudapp.net/static/js/vendor/mathjax/MathJax.js - 5 issue(s)

Remediation Tasks Addressed Security Issues
Always use SSL and POST (body) parameters when sending Query Parameter in SSL Request
sensitive information.

(Low) Parameter: config

Remediation Tasks Addressed Security Issues

Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: MathJax.js

Remediation Tasks Addressed Security Issues

Enforce the use of HTTPS when sending sensitive information Encryption Not Enforced
(Low) Path: MathJax.js

Remediation Tasks Addressed Security Issues

Prevent caching of SSL pages by adding "Cache-Control: no-store" Cacheable SSL Page Found
and "Pragma: no-cache" headers to their responses.
(Low) Path: MathJax.js

Remediation Tasks Addressed Security Issues

Remove business and security logic from the client side Client-Side (JavaScript) Cookie References
(Information) Path: /* -*- Mode: Javascript; indent-tabs-mode:nil; js-

indent-level: 2 -*-*

[Low] https://medici5.cloudapp.net/static/js/vendor/select2/select2-forked.js - 2 issue(s)

Remediation Tasks Addressed Security Issues

Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: select2-forked.js

Remediation Tasks Addressed Security Issues

Enforce the use of HTTPS when sending sensitive information Encryption Not Enforced

(Low) Path: select2-forked.js

[Low] https://medici5.cloudapp.net/static/js/vendor/underscore-min.js - 3 issue(s)

Remediation Tasks Addressed Security Issues
Remove source code files from your web-server and apply any Web Application Source Code Disclosure Pattern Found
relevant patches

(Low) Path: underscore-min.js

Remediation Tasks Addressed Security Issues

Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: underscore-min.js

Remediation Tasks Addressed Security Issues

Enforce the use of HTTPS when sending sensitive information Encryption Not Enforced

(Low) Path: underscore-min.js

[Low] https://medici5.cloudapp.net/static/js/worksheet/contents_bundle_interface.js - 2 issue(s)

Remediation Tasks Addressed Security Issues
Implement the HTTP Strict-Transport-Security policy Missing HTTP Strict-Transport-Security Header
(Low) Path: contents_bundle_interface.js
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Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: contents_bundle_interface.js

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/html_bundle_interface.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: html_bundle_interface.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: html_bundle_interface.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/image_bundle_interface.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: image_bundle_interface.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: image_bundle_interface.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/inline_bundle_interface.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: inline_bundle_interface.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: inline_bundle_interface.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/markdown_bundle_interface.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: markdown_bundle_interface.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: markdown_bundle_interface.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/record_bundle_interface.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: record_bundle_interface.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: record_bundle_interface.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/table_bundle_interface.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: table_bundle_interface.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: table_bundle_interface.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_bundle_interface.js - 2 issue(s)
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Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: worksheet_bundle_interface.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: worksheet_bundle_interface.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_content.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: worksheet_content.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: worksheet_content.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_interface.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: worksheet_interface.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: worksheet_interface.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_items.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: worksheet_items.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: worksheet_items.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_list.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: worksheet_list.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: worksheet_list.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/worksheet_search.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: worksheet_search.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: worksheet_search.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/js/worksheet/ws_mixins.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: ws_mixins.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: ws_mixins.js
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Addressed Security Issues
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[Low] https://medici5.cloudapp.net/static/js/worksheet/ws_mousetrap_fork.js - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: ws_mousetrap_fork.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: ws_mousetrap_fork.js

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

[Low] https://medici5.cloudapp.net/static/lib/jg/jquery.cookie.js - 3 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path: jquery.cookie.js

Remediation Tasks

Enforce the use of HTTPS when sending sensitive information
(Low) Path: jquery.cookie.js

Remediation Tasks

Remove business and security logic from the client side
(Information) Path: /*!

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Encryption Not Enforced

Addressed Security Issues
Client-Side (JavaScript) Cookie References

[Low] https://medici5.cloudapp.net/worksheets/ - 2 issue(s)

Remediation Tasks

Implement the HTTP Strict-Transport-Security policy
(Low) Path

Remediation Tasks

Apply proper authorization to administration scripts
(Low) Path

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
Direct Access to Administration Pages

[Low] https://medici5.cloudapp.net/worksheets/admin/ - 1 issue(s)

Remediation Tasks
Implement the HTTP Strict-Transport-Security policy
(Low) Path

[Information] https://medici5.cloudapp.net/my/competition/submission/2/medical_image_viewer - 1

issue(s)

Remediation Tasks
Remove sensitive information from HTML comments

(Information) Path: OR - - <form name="loginform" id="loginform"

method="post" action="http: //epad-public.stanford.edu:8...

Addressed Security Issues
Missing HTTP Strict-Transport-Security Header

Addressed Security Issues
HTML Comments Sensitive Information Disclosure

[Information] https://medici5.cloudapp.net/my/settings/ - 1 issue(s)

Remediation Tasks
Remove e-mail addresses from the website
(Information) Path
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Advisories and Fix Recommendations

Web Application Source Code Disclosure Pattern Found

Application
WASC Threat Classification

Information Leakage
pttp://projects.webappsec.org/Information-Leakagd

Security Risks

It is possible to retrieve the source code of server-side scripts, which may expose the application logic and other sensitive information
such as usernames and passwords

Possible Causes

Latest patches or hotfixes for 3rd. party products were not installed
Temporary files were left in production environment
Debugging information was left by the programmer in web pages

Technical Description

AppScan detected a response containing fragments of application source code.

Application source code should not be accessible to web users, as it may contain sensitive application information and back-end
logic.

While such leakage does not necessarily represent a breach in security, it can give an attacker useful guidance for future exploitation.
Leakage of sensitive information may carry various levels of risk and should be limited whenever possible.

Fix Recommendation - General

There are many ways a web application can be coaxed into revealing application source code.
To ensure that your application does not allow web users access to source code:

[1] Check that all system patches related to source code disclosure are installed.

[2] Check that no application source code is left in HTML comments.

[3] Check that all source code files are removed from the production environment.

References and Relevant Links
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Temporary File Download

Infrastructure
WASC Threat Classification

Predictable Resource Location
pttp://projects.webappsec.org/Predictable-Resource-Location

Security Risks

It is possible to download temporary script files, which can expose the application logic and other sensitive information such as
usernames and passwords

Possible Causes
Temporary files were left in production environment
Technical Description

Web servers usually associate Common Gateway Interface (CGl) filename extensions, such as .pl, with a handler, such as Perl.
When a URL path ends with .pl, the filename designated in the path is sent to Perl for execution; the file contents are not returned to
the browser. However, when the script files are edited in place, the editor may save a backup copy of the edited script with a new file
extension, such as .bak, .sav, .old, ~, etc. The web server usually does not have a specific handler for these extensions. If the
attacker requests one of these files, the file contents are sent directly to the browser.

It is important to remove these temporary files from under the virtual directory, as they may contain sensitive information that was
used for debugging purposes, or they may reveal application logic that is different than the current logic, but may still be exploited.

Fix Recommendation - General

Do not keep backup/temporary versions of files underneath the virtual web server root. This usually happens when editing these files
"in place" by editors. Instead, when updating the site, move or copy the files to a directory outside the virtual root, edit them there, and
move (or copy) the files back to the virtual root. Make sure that only the files that are actually in use reside under the virtual root.

References and Relevant Links
WASC Threat Classification: Predictable Resource Location
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Query Parameter in SSL Request

Application
WASC Threat Classification

Information Leakage

http://projects.webappsec.ord/Information-Leakagg
Security Risks

It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent unencrypted
Possible Causes

Query parameters were passed over SSL, and may contain sensitive information
Technical Description

During the application test, it was detected that a request, which was sent over SSL, contained parameters that were transmitted in
the Query part of an HTTP request.
When sending requests, the browser's history can be used to reveal the URLs, which contain the query parameter names and values.

Due to the sensitivity of encrypted requests, it is suggested to use HTTP POST (without parameters in the URL string) when possible,
in order to avoid the disclosure of URLs and parameter values to others.

Fix Recommendation - General

Make sure that sensitive information such as:
- Username

- Password

- Social Security number

- Credit Card number

- Driver's License number

- e-mail address

- Phone number

- Zip code

is always sent in the body part of an HTTP POST request.

References and Relevant Links

inancial Privacy: 1he Gramm-Leach Bliley Ac
nsurance Portability and Accountabili
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Possible Server Path Disclosure Pattern Found

Application
WASC Threat Classification

Information Leakage
pttp://projects.webappsec.org/Information-Leakagd

Security Risks

It is possible to retrieve the absolute path of the web server installation, which might help an attacker to develop further attacks and to
gain information about the file system structure of the web application

Possible Causes
Latest patches or hotfixes for 3rd. party products were not installed
Technical Description
AppScan detected a response containing a file's absolute path (e.g. c:\dir\file in Windows, or /dir/file in Unix).

An attacker may be able to exploit this information to access sensitive information on the directory structure of the server machine
which could be used for further attacks against the site.

Fix Recommendation - General
Download the relevant security patch depending on the issue existing on your web server or web application.
References and Relevant Links
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Permanent Cookie Contains Sensitive Session Information

Application
WASC Threat Classification

Insufficient Session Expiration
pttp://projects.webappsec.org/Insutiicient-Session-Expiration

Security Risks

It may be possible to steal session information (cookies) that was kept on disk as permanent cookies
Possible Causes

The web application stores sensitive session information in a permanent cookie (on disk)
Technical Description

During the application test, it was detected that sensitive session information such as user credentials or session tokens were stored
in a permanent cookie on the client's computer.

[1] Since other users may use the computer, this information may be compromised or used for identity theft or user impersonation.
[2] If the computer will be compromised, the account information may be stolen and used later by a malicious user.

In addition, several privacy regulations require that users will be identified uniquely before accessing sensitive information. Since a
permanent cookie may allow other users to logon to the web application without authenticating, this may not comply with several
privacy regulations.

Fix Recommendation - General

Make sure that sensitive session information such as user credentials or session tokens will always be stored in non-permanent
cookies (RAM cookies) only. This is achieved by not setting the "Expires" field in the cookie.

References and Relevant Links

inancial Privacy: The Gramm-Leach Bliley Ac
Hea nsurance Portability and Accountabili

AC . .I IAVA'

anagement Mechanism (RFC 2709]
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Missing HttpOnly Attribute in Session Cookie

Application
WASC Threat Classification

Information Leakage
pttp://projects.webappsec.org/Information-Leakagd

Security Risks

It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user, allowing the
hacker to view or alter user records, and to perform transactions as that user

Possible Causes
The web application sets session cookies without the HttpOnly attribute
Technical Description

During the application test, it was detected that the tested web application set a session cookie without the "HttpOnly" attribute. Since
this session cookie does not contain the "HttpOnly" attribute, it might be accessed by a malicous script injected to the site, and its
value can be stolen. Any information stored in session tokens may be stolen and used later for identity theft or user impersonation.

Fix Recommendation - General

Basically the only required attribute for the cookie is the "name" field.
Common optional attributes are: "comment”, "domain", "path", etc.
The "HitpOnly" attribute must be set accordingly in order to prevent session cookies from being accessed by scripts.

References and Relevant Links
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Missing HTTP Strict-Transport-Security Header

Application
WASC Threat Classification

Information Leakage

pttp://projects.webappsec.org/Information-Leakagd
Security Risks

It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Possible Causes
Insecure web application programming or configuration
Technical Description

HTTP Strict Transport Security (HSTS) is a mechanism which protects secure (HTTPS) websites from being downgraded to non-
secure HTTP. This mechanism enables web servers to instuct their clients (web browsers or other user agents) to use secure HTTPS
connections when interacting with the server, and never use the insecure HTTP protocol.

The HTTP Strict Transport Security policy is communicated by the server to its clients using a response header named "Strict-
Transport-Security". The value of this header is a period of time during which the client should access the server in HTTPS only.
Other header attributes include "includeSubDomains" and "preload".

Fix Recommendation - General

Implement the The HTTP Strict Transport Security policy by adding the "Strict-Transport-Security" response header to the web
application responses.
For more information please see

pttps://www.owasp.org/index.php/HI TP _Strict_Transport Security
References and Relevant Links

DWASP "HT TP Strict_Transport Securli
HS 1S Sped
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Missing Cross-Frame Scripting Defence

Application
WASC Threat Classification

Information Leakage
pttp://projects.webappsec.org/Information-Leakagd

Security Risks

It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Possible Causes
Insecure web application programming or configuration
Technical Description

Cross-Frame Scripting is an attack technique where an attacker loads a vulnerable application in an iFrame on his malicious site.
The attacker can then launch a Clickjacking attack, which may lead to Phishing, Cross-Site Request Forgery, sensitive information
leakage, and more.

Sample Exploit:
Within a malicious site, it is possible to embed the vulnerable page:
<frame src="http://vulnerable.com/login.htm|">

Fix Recommendation - General

Use the X-Frame-Options to prevent (or limit) pages from being embedded in iFrames. For older browser, include a "frame-breaker”
script in each page that should not be framed.

References and Relevant Links

ross-Frame Scripting
Llickjacking
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HTML Comments Sensitive Information Disclosure

Application
WASC Threat Classification

Information Leakage

pttp://projects.webappsec.org/Information-Leakagd
Security Risks

It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Possible Causes
Debugging information was left by the programmer in web pages

Technical Description

Many web application programmers use HTML comments to help debug the application when needed. While adding general
comments is very useful, some programmers tend to leave important data, such as: filenames related to the web application, old links
or links which were not meant to be browsed by users, old code fragments, etc. An attacker who finds these comments can map the
application's structure and files, expose hidden parts of the site, and study the fragments of code to reverse engineer the application,
which may help develop further attacks against the site.

Fix Recommendation - General

[1] Do not leave any vital information such as filenames or file paths in HTML comments.
[2] Remove traces of previous (or future) site links in the production site comments.

[3] Avoid placing sensitive information in HTML comments.

[4] Make sure that HTML comments do not include source code fragments.

[5] Make sure that no vital information was left behind by programmers.

References and Relevant Links
WASC Threat Classification: Information Leakagd
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Hidden Directory Detected

Infrastructure
WASC Threat Classification

Information Leakage

http://projects.webappsec.ord/Information-Leakagg
Security Risks

It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Possible Causes

The web server or application server are configured in an insecure way
Technical Description

The web application has exposed the presence of a directory in the site. Although the directory does not list its content, the
information may help an attacker to develop further attacks against the site. For example, by knowing the directory name, an attacker
can guess its content type and possibly file names that reside in it, or sub directories under it, and try to access them.

The more sensitive the content is, the more severe this issue may be.

Fix Recommendation - General

If the forbidden resource is not required, remove it from the site.
If possible, issue a "404 - Not Found" response status code instead of "403 - Forbidden". This change will obfuscate the presence of
the directory in the site, and will prevent the site structure from being exposed.

References and Relevant Links
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Encryption Not Enforced

Application
WASC Threat Classification

Information Leakage

http://projects.webappsec.ord/Information-Leakagg
Security Risks

It may be possible to steal sensitive data such as credit card numbers, social security numbers etc. that are sent unencrypted
Possible Causes

Sensitive input fields such as usernames, password and credit card numbers are passed unencrypted

Technical Description
During the application test, it was detected that the site uses an encrypted connection to protect sensitive information.

However, it was possible to receive these resources using HTTP, which means that sensitive information may be sent unencrypted to
the server and/or back to the user.

Any information sent to the server as clear text, may be stolen and used later for identity theft or user impersonation.

In addition, several privacy regulations state that sensitive information such as user credentials will always be sent encrypted to the
web site.

It is recommended to enforce the use of an encrypted connection (e.g. SSL), and not allow access to sensitive information using
unencrypted HTTP.

Fix Recommendation - General

Make sure that sensitive information such as:
- Username

- Password

- Social Security number

- Credit Card number

- Driver's License number

- e-mail address

- Phone number

- Zip code

is always sent encrypted to the server.

References and Relevant Links

inancial Privacy: 1he Gramm-Leach Bliley Ac

nsurance Portability and Accountabili

barbanes-Oxley Ac
A
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Email Address Pattern Found

Application
WASC Threat Classification

Information Leakage
pttp://projects.webappsec.org/Information-Leakagd

Security Risks

It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Possible Causes
Insecure web application programming or configuration

Technical Description
Spambots crawl internet sites, set out to find e-mail addresses in order to build mailing lists for sending unsolicited e-mail (spam).

AppScan detected a response containing one or more e-mail addresses, which may be exploited to send spam mail

Furthermore, the e-mail addresses found may be private and thus should not be accessible to the general public.
Fix Recommendation - General

Remove any e-mail addresses from the website so that they won't be exploited by malicious users.
References and Relevant Links

Definition of Spambot (Wikipedia]
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Direct Access to Administration Pages

Application
WASC Threat Classification

Predictable Resource Location
pttp://projects.webappsec.org/Predictable-Resource-Location

Security Risks

It might be possible to escalate user privileges and gain administrative permissions over the web application
Possible Causes

The web server or application server are configured in an insecure way
Technical Description

A common user can access certain pages on a site through simple surfing (i.e. following web links). However, there might be pages
and scripts that are not accessible through simple surfing, (i.e. pages and scripts that are not linked).
An attacker may be able to access these pages by guessing their name, e.g. admin.php, admin.asp, admin.cgi, admin.html, etc.

Example request for a script named "admin.php":
http://[[SERVER]/admin.php

Access to administration scripts should not be allowed without proper authorization, as it may allow an attacker to gain privileged
rights.

Sample Exploit:
http://[[SERVER]/admin.php
http://[[SERVER]/admin.asp
http://[[SERVER]}/admin.aspx
http://[SERVER]/admin.html
http://[[SERVER]/admin.cfm
http://[SERVER]/admin.cgi

Fix Recommendation - General
Do not allow access to administration scripts without proper authorization, as it may allow an attacker to gain privileged rights.
References and Relevant Links
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Client-Side (JavaScript) Cookie References

Application
WASC Threat Classification

Information Leakage
pttp://projects.webappsec.org/Information-Leakagd

Security Risks

The worst case scenario for this attack depends on the context and role of the cookies that are created at the client side
Possible Causes

Cookies are created at the client side
Technical Description

A cookie is a piece of information usually created by the Web server and stored in the Web browser.
The cookie contains information used by web applications mainly (but not only) to identify users and maintain their state.

AppScan detected that the JavaScript code at the client side is used to manipulate (either create or modify) the site's cookies.
It is possible for an attacker to view this code, understand its logic, and use it to compose his own cookies, or modify existing ones,
based on this knowledge.

The damage an attacker may cause depends on how the application uses its cookies, or what information it stores in them.
Among other things, cookie manipulation may lead to session hijacking or privilege escalation.
Other vulnerabilities caused by cookie poisoning contain SQL injection and Cross-Site scripting.

Fix Recommendation - General

[1] Avoid placing business/security logic at the client side.
[2] Find and remove insecure client-side Javascript code which may pose a security threat to the site.

References and Relevant Links
WASC Threat Classitication: Information Leakagq
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Cacheable SSL Page Found

Application
WASC Threat Classification

Information Leakage

pttp://projects.webappsec.org/Information-Leakagd
Security Risks

It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Possible Causes
Sensitive information might have been cached by your browser

Technical Description
Most web browsers are configured by default to cache the user's pages during use. This means that SSL pages are cached as well.

It is not recommended to enable the web browser to save any SSL information, since this information might be compromised when a
vulnerability exists.

Fix Recommendation - General

Disable caching on all SSL pages or all pages that contain sensitive data.
This can be achieved by using "Cache-Control: no-store" and either "Pragma: no-cache" or "Cache-Control: no-cache" response
directives in your SSL page headers.

Cache-Control: private - This directive instructs proxies that the page contains private information, and therefore should not be cached
by a shared cache. However, it does not instruct browsers to refrain from caching the pages.

Cache-Control: no-cache - This directive also instructs proxies that the page contains private information, and therefore should not be
cached. It also instructs the browser to revalidate with the server to check if a new version is available. This means that the browser
may store sensitive pages or information to be used in the revalidation. Certain browsers do not necessarily follow the RFC and may
treat no-cache as no-store.

Cache-Control: no-store - This is the most secure directive. It instructs both the proxy and the browser not to cache the page or store it
in its cache folders.

Pragma: no-cache - This directive is required for older browsers, that do not support the Cache-Control header.
References and Relevant Links
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Autocomplete HTML Attribute Not Disabled for Password Field

Application
WASC Threat Classification

Information Leakage
pttp://projects.webappsec.org/Information-Leakagd

Security Risks

It may be possible to bypass the web application's authentication mechanism
Possible Causes

Insecure web application programming or configuration
Technical Description

The "autocomplete" attribute has been standardized in the HTML5 standard. W3C's site states that the attribute has two states, "on"
and "off", and that omitting it altogether is equivalent to setting it to "on".

This page is vulnerable since it does not set the "autocomplete” attribute to "off" for the "password" field in the "input" element.
This may enable an unauthorized user (with local access to an authorized client) to autofill the username and password fields, and
thus log in to the site.

Fix Recommendation - General

If the "autocomplete" attribute is missing in the "password" field of the "input" element, add it and set it to "off".
If the "autocomplete" attribute is set to "on", change it to "off".

For example:

Vulnerable site:
<form action="AppScan.html" method="get">
Username: <input type="text" name="firstname" /><br />
Password: <input type="password" name="lastname" />
<input type="submit" value="Submit" />
<form>

Non-vulnerable site:
<form action="AppScan.html" method="get">
Username: <input type="text" name="firstname" /><br />
Password: <input type="password" name="lastname" autocomplete="off"/>
<input type="submit" value="Submit" />
<form>

References and Relevant Links

IBM customers are responsible for ensuring their own compliance with legal requirements. It is the customer's sole responsibility to obtain advice of competent legal counsel as
to the identification and interpretation of any relevant laws and regulatory requirements that may affect the customer's business and any actions the customer may need to take
to comply with such laws.
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